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Abstract— The number of users will be more for social
networking sites and its information base will bere;
due to the more number of users there may be a more
chances for exploitation for the people’'s vulnelitibs
Influencing or making the people to perform somioac
that which is in favor of attacker or that which kes the
attacker to attack is called as social engineeiinghis
journal we are going to describe about the social
engineering and the attacks that which are possidiie
social networking sites
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I.  INTRODUCTION
In the information Security generally the threat® a
possible due to the vulnerabilities that which arethe
sites or the vulnerabilities due to people. Thedlts that
which are based on technology is discussed welliand
many studies it is addressed well, for the reseascthe
threats that which are based on human are somdedsat
attractive in the field of information technologihis is
because it is very difficult to understand the haoma
behavior and their mentality this leads to the hmma
vulnerability [2]. Social Engineering attack is attack
that which helps the attacker to attack
The social networking sites are first appeared 9971
with a social networking site named sixdegrees.cson,
people are very much interested in creating thedfilp
and to share the information with different typépeople
in different ways depended upon the nature of the
website, these social networking sites starteadhicing
the different types of features in their websites f
attracting the people, institutions, organisations,
companies etc. As the number of users are incrgakiy
by day then the transmission of their secret andafw
message will also get increasing. These social ariing
sites will attract the people, companies and alse t
attackers to extract the information that whictslgred
by the people or companies [4]. Every time theréhe a
threat for the information so that the message loan
modified or intercepted or exposed for preventihgse
things availability and confidentiality are the mai
principles for securing the information

Il. STUDY OF SOCIAL ENGINEERING
Social engineering was reported as the top mostrisgc
threat in the year 2005 by IOMA (Institute Of

Management and Administration)[1].They said that th
social engineering attack is the threat that wilischased

on the human. According to the survey that whick ha
been done by the security professionals of Cand8a,
United Kingdom, Australia, New Zealand and Germany.
The victims of the social engineering attacks awuiad
48% and they experienced twenty five more attackbé
years 2010,2011 .The social networking sites azesites
that which are most possible ways for the attackers
spammers or for the social engineers who will &ttide
users with their vulnerabilities. Studies said ttiet more
number of users are sharing their secret or private
messages through the social networking sites anthat
their messages are exposed to the spammers aral soci
engineers. ENISA (European Network and Information
Security Agency) said that social engineering &kaare
dangerous sites that which are the ways for théakoc
engineers and attackers to extract the messageshand
secret information that which is shared by the siserthe
organizations. The social engineers will take
advantage of irresponsibility of the users or oiz@ions
and they will start attacking their secret inforroatdue
to the vulnerability of the users the social engimgy
attack is a low cost and it is also called as ¢iffecform
for attack. Kowalski and Nohlberg proposed the stali
model of the social engineering attacks[3]. The ehtldat
which is proposed by them was related to the sitnatof
the real life There are some unique and specific
characteristic’s for social networking sites.Thectéas
that which lead the users to take the decisionpa@or
security into the three categories Hardee, west; Man

and Mendel the three categories are user factors,
technology factors, environmental factors.

2.1. User factors: The user factors like limitatofor
problem solving, experience and heuristic decision
making

2.2. Technology Factors: The technology factorsthee
factors that which appear as credible and that hwisc
relevant to personal email and a website that wigch
used to trick the users

2.3: Environmental Factors: Environmental factoestae
factors that which involves time pressure, wheeeubers
cannot identify the details of the threat.

the

M. SOCIAL ENGINEERING MODELS IN
SOCIAL NETWORKING SITES
3.1. Phase base model:
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For the modelling of social engineering in the abci

A

networking sites we have to know how the sociairezey Using suitable gates of SNSs to gather information about the victim
influences the user to perform an action in hisofavfor F \
attacking the victim. There are eight phases feoaial Determining the tactic ~ and developing the plan

engineer for influencing the user to perform arcacthe
probability of the social engineering attack depeogon
how well the eight phases are performed by theatoci
engineer

3.1.1. Phase 1: For gathering the information thteg
that which are suitable for Social Networking Sit&s

f N

Relying on one or more socio-psychological factors

f N\

Using suitable gates of SNSs to reach the victim

-\

case of Phase 1 the gathering of information atboet Wearing a suitable hat and playing a suitable character

victim takes place for understanding their vulnditids. ( \

The gathered information involves their interests, Developing trust and a sense of safety

hobbies, name, age, work place, occupation .Some r \

information that which is gathered may not be thatch Choosing  the perfect time

useful . . ;

3.1.2. Phase 2: In phase 2 the determination tittand vy professional sl

the plan development takes place, the plan is dpeell E ATTACK ﬁg T1613 (4] 3] 2] 1| Phases
by using the information that which is gatheredtfie =

phase 1.In this phase the techniques like phistakgs & /)

place that is sending a link to the victim andueficing . £ )

or making the victim to open that link the sociagmeer LLL £ )
should plan according to the interests of the mictd that

he can easily open the link Fig. 1 social engineering attacks that which isdzhsn
3.1.3. Phase 3: In phase 3 the people are attractdw phases

wrong information that which is given by the social ~ 3.1.6. Phase 6: The social engineering is depemdgaly
engineer because of their psychological charatitsis upon the two factors they are trust and safety séteo
and their interests so that they are attractedhéovtrong factors are mainly depended upon the psychologhef
information that which is given by the social eregnthat victim and the victim experiences. When the victiosts
which is based on their interests studies has prafat the social engineer then possibility of the attasis be
the social engineering attacks are mainly causes tdu high on the victim

the psycho|ogica| weaknesses of the victims 3.1.7. Phase 7: The perfect time should be chosen f
3.1.4. Phase 4: In phase 4 the gates that whicuitable attacking the user or victim so that the victim Ivdke
for social networking sites are used for reachihg t attacked by the social engineer when it is a petfete
victim. This is an effective and cheapest means for for him to attack

reaching the victim 3.1.8. Phase 8: In this last phase the professikiléd of
3.1.5. Phase 5: In this phase 5 the social engistezuld social engineer takes place so that in this fitage the
act in some different manner he may act as a goexdf social engineer should use all his professiondlsskor
very poor person and based upon the information attacking the victim

gathered about the victim he have to act in theabls 3.2. Source Based Model:

character that which may be helpful for the social ~ There are three sources of threats for social métng
engineer for reaching the victim easily sites they are insecure privacy settings, Frieqdsimd

connection with strangers, Insecure dealing withteot

3.2.1: Insecure Privacy Settings: The classificatiuf
social networking sites takes place based on the
relationships like friend, friend of friend etc.rély the
phishing link will be sent to the friend and aftdre
exploitation takes place then the link is sent friends

of the victim and their accounts are exploited dhe
privacy will be modified

Page | 58



International Journal of Advanced Engineering Research and Science (IJAERS) [Vol-2, Issue-6, June- 2015]

ISSN: 2349-6495

Gather
Information

Privacy
Setting

Reach
Victim

Friendship &
Connection

Fig. 2 Source based model for social engineering in
Social Networking Sites
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Fig. 3 Information gathering for social networkisges
3.2.2. Friendship and the connection with strangers

In this case the human beings have some mentality o
some type of psychological things that which makesn
to make friendship with the strangers. Social eegin
takes an advantage of these type of people’s nigraald
starts doing the exploitation by taking their cludea as
an advantage

3.2.3. Insecure dealing with the Content:

In this model the insecurity of the victim causes f
exploitation .The insecurity of the victim will heken as

advantage by social engineer and then he will lat&ac
virus file or some threats to the photos or videogor
any other files then the exploitation starts after file is
executed

V. CONCLUSION
We have studied about the social networking sitesthe
social engineering with the knowledge of social
engineering on social networking sites we have iagpl
this in social engineering by using se-tool kit Kali
Linux

V. RESULTS
130 AM

Terminal

File Edit View Search Terminal Help

Fig. 4: se-tool kit in Kali Linux
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Fig. 6 when victim opens the URL that has beenlsgnt
the social engineer
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Fig. 7 victims Email ID and password exploited bgial
engineer
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