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Abstract-Steganography is a process in which a secret
message is covered with a file that may be an audio
image, video the main advantage in steganograplfijeis
will be as usual after the encryption. Steganogsaphan

be used as a weapon if u have any negative intentio
Research and analysis is the only way to detect the
steganographed message. In this paper we are going
explain how to hide a message in an audio file iamage
using matlab software
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I.INTRODUCTION
1.1Cryptography:

Cryptography is a process of transmitting data in a
particular so that only the receiver can read aondgss it.
The plain text is scrambled using key and converitma
cipher text. Key contains mathematical logics t@astble

the plain text, key is used at encryption of plegrt and
decryption of cipher text .The arts and science of
developing the cryptosystem is called as cryply,
various techniques and algorithms are used to feans
cipher text to plain text and plain text.

1.2Cryptographer:

The person who deals with the cryptography is knasn
cryptographer. Cryptographers are the persons vetad d
with all the mathematical logics on plane text mweert it
as cipher text .These people are experts in cryapity.

1.3Crypt analysis:

Crypt analysis is nothing but studying the ciphexttto
obtain the plane text without knowing the key. This
process of decoding the message by an intrudebtim
the plane text without key.

1.4Cryptanalyst:

The person who decrypts the plain text without kimgw
the key is called as cryptanalyst or the person ddwls
with the crypt analysis is called as cryptanalyst.

1.5Cryptology:

The combination of cryptography and cryptanalyss i
called as cryptology.

[I.CRYPTOGRRAPHY TERMS
The following are the cryptography terms

2.1Plaintext:
plain text is a text that which is an original megs that
can be readable by any one.This is not a codedagess

2.2 Cipher text:

This cipher text is a coded message that which is
encrypted by using the mathematical algorithms

2.3 Key:

It is used to control the behavior and operation of
cryptographic algorithm.’

2.4 Key space:

All possible key values in a cypto algorithm isledlas
key space

2.5 Crypto system services:
The following are the crypto system services

Confidentiality, integrity, Authenticity, Non-repiation,
Access control

I11.CRYPTOGRAPHY | SSUES
3.1Confidentiality:
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The message should understand by the sender and
receiver only. sender should encrypt the messagke an
receiver should decrypt the message

3.2 End-point Authentication:
Identity should be confirmed by sender and receiver
3.3 MESSAGE INTEGRITY:

The sender and receiver should check that messauy# i
changed without any detection

3.4 Encryption systems:

35 Substitution cipher:
substitution cipher converts one letter to another

3.6 Transposition cipher:

It changes position of the letter in text or it joles the
text

IV.CRYPTOGRAPHIC METHODS

The following are the different types of cryptognap
methods

4.1 Symmetric:

Same key is used by the sender and receiver for
encrypting and decrypting the data

4.2 Asymmetric:

It has key pairs related mathematically for endgypaind
decryption these key pairs are called as public &eg
private key

4.3 Symmetric algorithms:
4.3.1 DES MODES: CFB , OFB, CM ,ECB, CBC

3DES, IDEA, Blowfish, CAST, SAFER, TWO FISH,
RC4 ,RCS5, CAST, AES

4.4 Asymmetric algorithms:
The following are the asymmetric algorithms

Diffie-Hellman, RSA, EL Gamal,
cryptography(ECC)

Eleptic curve

4.4.1 Hashing Algorithms:
4.4.1.1 MD5:

128 bits of hash value is computed, file integcityecking
is done by using MD5 algorithm.

4.4.1.2 SHA-1:

160 bits of hash values are computed, messagestdige
algorithm is approved by NIST

4.4.1.3 HAVAL:

Computation takes place from 128 to 256 bit hasls i
between 3 and 5 rounds

4.4.1.4 RIPEMD-1601:
It is developed by Europe ,published in 1996
V. STEGANOGRAPHY

Steganography is originated from the Greek wora ,th
word stegno means “covered” and the word graphine
means “writing”. The goal of steganography is to avoid
drawing suspicion to the transmission of a hidderssage. If
suspicion is raised, then this goal is defeateBfEgnography

is a process in which a secret information is cedeavith
images and the the message is decoded, when lieesz
the receiver .If anyone tries to view the messagevit

not see the covered data

Steganography is used in the corporate world te fac
corporate  intelligence  attempts .The terrorist
organizations are using this steganography maioly t
communicate secret information

The rumor is that some of terrorist organizatiorsesu
steganography by uploading the images on some tesbsi
and the information is shared among them secretly.
Steganography key schemes are dependent on kifekho
principle.

Steganography is the technique of hiding privatsemsitive
information within something that appears to behirg out

of the wusual. Steganography is often confused with
cryptology because the two are similar in the waat they
both are used to protect important information.[2]

One of the most widely used applications is foradled
digital watermarking The entertainment industry is
particularly very nervous due to the ease at wreézhct
copies of digital music and video can be made. Wtem
using steganography can be done by hiding noticeeal
numbers or other copyright details inside the meudméch
can later be made use of.[3]

Steganography is an old technique that has exisiade
antiquity. Herodotus, a Greek historian who livedthe 5th
century B.C. relates how the Greeks sent and redeiarnings
of enemy movements using a message underneathathefva
writing tablet.
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Others can be found in the use of secret ink te mfbrmation
on a white paper or the use of micro-dot by ingelfice agencies
in

World War 2.[7]

Steganaography idea was first introduced by Jolsanne
Trithemius in 1499 to share secret information for
example hidden information was written on wood then
information is covered with wax an unknown message
was written on that wood ,invisible inks are alsed in
those days to implement steganography. This
steganography idea has been started in ancient&tee
same hidden idea is taking place in our modern ds®

to hide the secret information. In ancient ages the
information is dependent upon the physical bodies
(physical steganography) the medium used here aoel w
skin, wax etc .This steganography method went on
developing during the world wars to share the imfation
more secretly a new carrier was introduced with
electromagnetic waves at present digital imagefoaant
video files are the most popular carriers .In aiaoc
relations exchange of information is involved which
requires the protection so cryptography and
steganography techniques came into pictures In
steganography the sender and receiver are invisible
provides not only security but also privacy
.steganography is the most efficient technique rfoeey
and it is a tool for the modern so File formdtattare
used to cover messages are

Bmp,Jpeg,Gif. Wav,Mp3.

5.1 Audio Steganography: A steganography technique
that uses audio as the cover media is called aipaud
steganography. It is the most challenging task in
steganography. This is because the human auditory
system (HAS) has a large dynamic range that itlisten
over. Thus, even a minute change in audio qualdp a
can be detected by the human ears.

5.2 Image SteganographyA steganography technique
that uses images as the cover media is called agem
steganography. Hiding secret messages in digitabées

is the most widely used method as it can take adgan

of the limited power of the human visual system &V
and also because images have a large amount of
redundant information that can be used to hidecaete
message. [4]

To hide a message inside an image without chaniggng
visible properties, the cover source can be altared
"noisy”

areas with many color variations, so less attentidhbe
drawn to the modifications. The most common methods
to make these alterations involve the usage ofl¢hst-

significant bit or LSB, masking, filtering and
transformations on the cover image. These techrigas
be used with varying degrees of success on diffeypes
of image files.[6]

5.3 Encryption:

The process of converting the original messagdpioec
text is called as encryption

5.4 Decryption:

The process of converting the cipher text to pteixt (or)
original messsage is called as decryption

5.5 Steganalysis:

Steganalysis is an art and science of detectingsaiges
hidden by steganography ,lt is an analysation of
recognizing pattern to test which format does image
belong to the key issue for steganalysis is jug the
patterns of recognition and feature extraction.

The features should be different for the image ouith
hidden image and for stego-image

With the extensive application of steganographyijsit
challenged by ste-ganalysis. The most notable
steganalysis algorithm is the RS attack which detée
steg-message by the statistic analysis of pixeles|5]

5.6SteganographyTechniques:

Line Shift coding, word shift coding, feature coglin
,Least Significant Bit insertion(LSB),Low  Bit
Encoding(LBE),Masking and filtering

Steganography Usage in Modern Devices:

For every page addition of yellow dots takes plame
these yellow dots time stamps and printed serialbars
are encoded

For example color laser printers
5.7 Steganography concepts:
5.7.1 Multi Level steganography(MLS):

Combination of two or more steganographic methods
leads to MLS .There are two methods one is uppearla
and the other is lower level upper level is a earfor the
another method that is a lower level, some of the
interesting benefits to hide the information anediig the
information into a file they are as follows
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Undetectability in upper level methods increaséslt
steganographic band width increases ,verificatibititya

of steganogram’s integrity, steganogram extractiand
analisation has a limit of successful identificatithe
concept of network steganography is extended angl it
redefined for making it generalfew useful MLS
applications are presented to improve secrete
communications on telecommunication networks

VI HICCUPS(HIDDEN COMMUNICATION
SYSTEM FOR CORRUPTED NETWORKS)

HICCUPS is one of the intra protocol steganography
system which is used to modify the frames of protoc
fields and content .wireless lans are suitable for
“hiccups”. The innovation in this system is the wesayf

the frames which are wrong checksums that are made
intentionally for the establishment of covert
communications this was first stegnography metHods
wireless lans

6.1 LACK (Lost Audio Packets Steganography ):

This lack is one of the protocol steganography riepie
that which modifies the voice packets and timetegldo
their content some audio packets are selected alaget!
intentionally before the transmission at transmitie
delay is excessive at receiver of such packets hekets
will be discarded by that receiver , the intendiby
delayed packets of pay load used for transmitteqyete
information for receivers which are aware of this
procedure so extra packets are not generated .

6.2 PADSTEG:

Padsteg is called as padding steganography itasobthe
interprotocal steganographic technique which ifizeti
for the relation between two or more number of gecats
from TCP/IP for enabling of covered communications

6.3 RSTEG:-

RSTEG is called as “retransmission steganograghg ,i
one of the intraprotocal hybrid network steganobyap
technique the main advantage in this rsteg is the
acknowledgement not send for a received packet

VIl SCTP STEGANOGRAPHY

SCTP is a multi streaming based method ,it is als® of

the intraprotocal steganographic method the main
advantage of this method is subsequent checksum wil
transmit in streams which are determined by the bft
steganogram .

7.1 Steganalysis meets cryptanalysis:

As we have seen right now the encrypted message ar
present in the source file(e.g image)so to getbssage
we have to do cryptanalysis crypt algorithms areduer
hiding the data.hence it is required to recovemtiessage

7.2 Password guessing:

Try to get the password using social
technique and brute force attact

engineering

7.3 Stego_message:

The message after hiding into a desired file thiea t
hidden message is called as stegano-message

7.4 Image Steganography:

Image steganography is one of the steganographical
method in which a secret message is covered with an
image and that will be uploaded directly to online
websites and the image will be downloaded by a
particular person and the information will be slare
among them secretly .Image file formats

used to hide information are bmp,jpg
7.5 Audio Steganography:

This is the another type of steganographical metimod
which the secret information is hidden into an auilie
and that will be uploaded directly into the website
randomly and then it will be downloaded and deaylpt
by a particular person and the information will df@red
among them secretly.

Audio file formats to hide the information are wanp3
VIII RESULTS

8.1 Audio steganography
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CONCLUSION:

Based on the project Steganography hidden the
message and audio filés an image and encoded it &
decoded it and observed the required res in the form
of image —image and audiaudio messag..
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