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Abstract— A wireless sensor network is a network of
numerous sensing nodes that execute a certain task .The
network can consist of any number of sensing nodes, and
each sensor node has the ability to store and send
information across the network. An attacker can
eavesdrop on messages posted by any sensor node;
security is an important issue here. In this paper, we
consider Wireless Sensor Network security and focus our
attention to tolerate harm caused by an adversary who
has compromised deployed sensor node to change, block,
or inject packets. We then analytically show that our
defense mechanisms against HELLO Flood attack using
BAP Method.
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l. INTRODUCTION

A WSN is a collection of nodes organized into a
cooperative network. Each node consists of proegssi
capacity (one or more microcontrollers, CPUs or DSP
chips), contain multiple types of memory (progratata
and flash memories), have a RF transceiver (uswatly
a single Omni-directional antenna), have a poweircs
(e.g., batteries and solar cells), and accommodaieus
sensors and actuators. The nodes communicate sghgle
and frequently self-organize after being deployedn ad
hoc fashion. Systems of 1000s or even 10,000 nades
anticipated [1]. Such systems can modernize the way
live and work.
Currently, WSNS are beginning to be deployed at an
accelerated pace [1]. It is not difficult to exp#wt in 10-
15 years that the world will be covered with WSNighw
access to themia the Internet. This can be well thought-
out as thénternet becoming a physical network. This new
technology is exciting with unrestricted potentir
several application areas including environmental,
medical ,military ,transportation, crisis managemen
entertainment, homeland defense and smart spaces.

II.  WSN SECURITY ANALYSIS

Simplicity in WSN with resource constrained nodes
makes them extremely susceptible to variety ofck{a
Attackers can eavesdrop on our radio transmissions,
infuse bits in the channel, replay previously hgaadkets
and many more. Securing the WSN needs to condtract
network support all security properties: confidality,
integrity, authenticity and availability. Attackemnay
deploy a few malicious nodes with similar hardware
capability as the legitimate nodes that might a#luo
attack the system helpfully. The attacker may caimen
these malicious nodes by purchasing them sepayately
by "turning" a few legitimate nodes by capture thand
physically overwriting in their memory. Also, in e
cases colluding nodes might have high-quality
communications links available for coordinating ithe
attack. Sensor nodes may not be tamper resistamté a
an adversary compromise a node, she can extrakéll
objects, data, and code stored on that node. iériper
resistance might be a feasible defense for physiode
compromise for some networks, we do not see it as a
general purpose solution. Extremely effective tampe
resistance tends to add significant per-unit cestd
sensor nodes are proposed to be very cheap [2].
ATTACKS AT DIFFERENT LAYER
These attacks take place disturbing different neting
layers of WSN. This section describes some of thede
known attacks.
1) Physical Layer
Physical layer is responsible for actual data trassion
and receipt, frequency selection, carrier frequency
generation, signaling function and data encrypti8h
This layer also address the transmission media griimn
communicating nodes. WSN uses sharedradib based
transmission medium whictnake it susceptible to radio
interference or jamming .
1.1) Jamming
Jamming is a common attack in physical layer, taat
be easily done by adversaries by only knowing the
wireless transmission frequency used in the WSNTH#§
attacker transmits radio signal at random with shene
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frequency as the sensor nodes are sending sigoals f
communication. This radio signal interfere with eth
signal sent by a sensor node and the receivericedtay
the range of the attacker cannot receive any messag

2 )Data Link Layer

The data link layer is responsible for the multqihg of
data streams, data frame detection, medium access a
error control. This layer is vulnerable to datalisan
when number of sender tries to send data on aesingl
transmission channel.

2.1) DoS Attack by Collision Generatio

In data link layer, collision is generated to weakée
sensor node’s energy. In order to generate cailjsibe
attacker listens to the transmissions in WSN. When
finds out the starting of a message, he sendsamsradio
signal for a small amount of time to interfere witre
message which causes CRC error at the receividg en
The receivers cannot receive the message correctly,
because of this attack.

3) Network Layer

Network layer is responsible for routing messagesf
one to another node which are neighbours or may be
multi hops away. For example, node to base station
node to cluster leader. The network layer for WSN i
usually planned taking into consideration the power
efficiency and data centric characteristics of WSNere
are several attacks exploiting routing mechanisms i
WSN. Some well-known attacks are listed below.

3.1) Selective Forwarding

Selective forwarding is an attack where maliciowslen
just drops packets of its interest and selectivefyards
packets to minimize theistrust to the neighbour nodes.
The impact becomes worse when these malicious nodes
are at nearer to the base station [4]. Then mangose
nodes route messages through these malicious nésles.
effect of this attack, a WSN may give wrong obstova
about the environment which affects badly the psepof
mission critical applications such as, military\ailance
and forest fire monitoring.

3.2) Sinkhole attack

In sinkhole attack, a compromised node attractsyman
number of traffic of surrounding neighbours by iy

or replaying an announcement of high quality rdotéhe
base station [4]. The attacker can do any malicami®n
with the packets passing through the compromiselé no
3.3) Wormhole Attack

Wormhole is a crucial attack, where the attackeeires
packets at one point in the network, tunnels thiemough

a less latency link than the network links to aeothoint

in the network and replay packets there locally Ajis
convinces the neighbour nodes of these two endtpoin
that these two distant points at either end ottn@el are

very close to each other. If one end point of thenel is
at near to the base station, the wormhole tunmehttaact
considerable amount of data traffic to disrupt tbeting
and operational functionality of WSN. In this caske
attack is similar to sinkhole as the adversaryhatdther
side of the tunnel advertise a better route to lihee
station.

3.4) Sybhil Attack

In Sybil attack, a malicious node forge the idiedi of
more than one node or fabricates identity. Thiacktthas
important effect in geographic routing protocol§. [th
the location based routing protocols, nodes need to
exchange location information with their neighbots
route the geographically addressed packets efflgien
Sybil attack disrupts this protocol functionality
simultaneously being at more than one place. Identi
verification is the key requirement for counteriagainst
Sybil attack. Unlike traditional networks, veriftg@n of
identity in WSN cannot be done with a single shared
symmetric key and public key algorithinecause of
computational limitation of WSN.
4) Transport Layer

In transport layer end to end connections areamedh.
Unlike traditional networks, protocols like TCP whéhe
end-to-end communication schemes are possible, here
there is no global addressing. The developmentaifaj
addressing schemes is still a challenge.
4.1) Flooding Attack
According to, at this layer this layer, adversanigitize

the protocols that maintain state at either endthef
connection.For example, adversary sends many
connection establishment requests to the victimeniod
drain its resources causing the Flooding attacke On
solution against this attack is to limit the numbsr
connections that a node can make. But, this cavepte
legitimate nodes to connect to the victim node.

4.2)Hello Flood Attack
An attacker sends or replays a routing protocoE_HO
packets from one node to another with more enérbis
attack uses HELLO packets as a weapon to convhree t
sensors in WSN. In this type of attack an attacki¢h a
high radio transmission range and processing psesds
HELLO packets to a number of sensor nodes that are
isolated in a large area within a WSN. The sensoes
thus influenced that the adversary is their neighbs a
result, while sending the information to the batsian,
the victim nodes try to go through the attackerttasy
know that it is their neighbour and are ultimatspoofed

by the attacker.[4]
5.) Application Layer
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Also not available. Although there are many appiica
areas for sensor networks, application layer patoare
yet to be developed.

Table
Different layer attack and defences
Layer Attacks Defenses
Spread-spectrum, priority
Physical Jamming mgssaging, 'Iower duty cycle,
region mapping, mode change
Tampering Tamper-proof, hiding
Collision Error correcting code
Data link Exhaustion Rate limitation
Unfairness Small frames
Neglect and grid Redundancy, probing
Homing Encryption
Network Misdirection Egress flltel’ll"]g, guthorlzatlon
monitoring
Black holes Authorization, monitoring,
redundancy
. Client puzzles,Broadcast
Flooding S
Transport Authentication Puzzle
Desynchronization Authentication

Il HELLO FLOOD ATTACK
In a HELLO flood attack a malicious node can send,
record or repeat HELLO-messages with high transoniss
power. It creates an illusion of being a neightmomany
nodes in the networks and can confuse the network
routing badly. This attack is based on the use lapym
protocols of broadcast Hello messages to announce
themselves in the network. So an attacker with tgrea
range of transmission may send many Hello mesgages
a large number of nodes in a big are a of the b
These nodes are then convinced that the attackéeiis
neighbor. So that all the nodes will respond to the
HELLO message and waste their energy. Consequently
the network is left in a state of confusion.

()

—_

%\.
./// -

Fig 1 Hello Flood Attack
Some routing protocols in WSN require nodes to
broadcast hello messages to announce themselvisito
neighbours. A node which receives such a message ma
assume that it is within a radio range of the sende
However in some cases this assumption may be false;
sometimes a laptop-class attacker broadcastingngpot
other information with large enough transmissionen

could convince every other node in the network that
attacker is its neighbour. For example, an advegrsar
advertise a very high quality route to the baseicsta
could cause a large number of nodes in the netwmrk
attempt to use this route. But those nodes whiah ar
sufficiently far away from the adversary would lemding
the packets into oblivion. Hence the network ig lefa
state of confusion. Protocols which depend on Ipedl
information exchange between neighbouring nodes for
topology maintenance or flow control are mainlyeatéd

by this type of attack.[5]An attacker does not segily
need to construct legitimate traffic in order toe uhe
hello flood attack. It can simply re-broadcast dwerd
packets with enough power to be received by evérgro
node in the network.[5]

Hello Packet Properties

There are five main features of hello packet anemi
below [6]

1) The size of Hello packet is small as comparedata
packet.

2) The probability of hello flood reaching to iesceiver is
higher than data packet especially over weak links.

3) Broadcasting of Hello packet is always done agid
bit rate because Lower bit rate transmission isemor
reliable.

4) Hello packets are broadcasted without any
acknowledgement.
5) There is no guarantee about the bidirectional

communication of hello packets.
V. DEFENCE STRATEGIES AGAINST HELLO
FLOOD ATTACK

In this section | present security schemes agdirfio
flood attack using cryptographic schemes. In trapgp
we have proposed a solution for detection of hédod
attack which is based on signal strength and bsidc
authentication puzzles method.

Signal strength of all sensor nodes is assumedeto b
same in a radio range. Each node checks the signal
strength of the received hello messages with resjec
known radio range strength; if they are same tlesmaler
node is classified as a “friend” else sender issifeed as
a “stranger”. When any node is classified as angeg
we try to check its validity using some broadcast
authentication puzzles.

Some primary assumption are-

(1) Communication is within fixed radio range.

(2) All sensor nodes in a fixed radio range haame
transmitting and receiving signal strength.

(3) All sensor nodes are homogeneous (same heedwa
and software, battery power etc.).

(4) Every sensor node knows the fixed signal sfifen
used in its communication range.
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(5) A time threshold is used, which denotes theeeted

time of reply message.

(6)Synchronized Clock of sender and receiver.

(7) A hello message counter has been used byrabse

to keep the record of number of hello requestsivedan

an allotted time.

Initially signal strength

propagation model [6]
D@, * 8, * 8, * h,” = h,5d*y 1)

In eq. 1 Pr is received signal power (in watts), it

transmission power (in watts);, is the transmission

is calculated as two ray

antenna gain(s, is the receiver antenna gain, Ht is the
transmitter antenna height (in meter) and Hr is the
receiving antenna height(in mete), d is the distanc
between transmitter and receiver (in meter), arnd the
system loss(a constant). A signal is only detedtgcda
receiving node if the received signal power Prgead or
greater than the received signal power threshotueBt
When any laptop class attacker sends hello medsage
legitimate node in a fixed radio range then thesrgng
node checks its hello message signal strengthisifsame
then requesting node is a legal node of the netwbik
differs, it categorizes the sender node as stranger

Signal strength = Fixed signal strength in radio
range=friend

Signal strength > Fixed signal strength in radio
range=stranger

Authentication using one Way Chain and Delay
key

The basic idea is as follows:
» The sender creates a hash chain by selecting amand
elementH, as root and by iteratively applying to it a one

way function F. This produces the sequences
HyHy-vrrrrrrrrenne H, Where §, = Fi(H,), for 1<i<n.
» As F is one way function, a receiving node possessi
H, cannot feasibly calculate the predecesgor,,only
owner of the root can calculate, by computing fadva
from H,,.
> We define F =xP y, H,=F @ H,
» We used operation for one way hashing.
» Given a string s, any node possesshligcan easily
check ifs = 1,_, by checking if F(s)H,.
» The sender then commits to hash chain by distriguti
H,, in an authentic way to the receiver.

» The receiver synchronizes his clock with the serader
this point.
»>For each H;, we apply another one way function

Fln—l’i—j_} to derive a kex', _,, for the corresponding time

interval n-i.

> Is used to avoid using the strirld; for 2 different

purposes:- as a hash value in the chain and as a
key.

» To authenticate a messages m, the sender assigns th
message to a time interval.

»To send m in the (n — i)th time interval, the sende
appends to m a keyed MAIZAC, _ (m)as well as the
chain element for the preceding time inter#l,, ,
using sha-1 algorithm.

» This hash value opens the commitmentHg, and
hence the receiver can determine the kgy (;.4, and
thereby authenticate the previous message.[8]

»Then we send message encrypting it with RSA
algorithm.

Example:

As mentioned above by considering

1<i<3

H, = F' @ (1,)Hence,

Hy = F* @ (H,), H = F* @ (Hy)

Hy = F3 @ (Hy)

String,s =H, F(H,)=H, s =H, F(H,)=H,

. ! —
key at raceeiverF . _,, =K

, =4

on—1, 8= Ku—l:i.—Z}

Broadcast Authentication using Cryptographic
Puzzles

 We assume that the sender and the receivers have
synchronized clocks.

» We further assume that a broadcasting node (A) has
generated a one-way (hash) chain and distributed it
corresponding commitment to the designated recgiver
(B) in an authentic manner as described above.

BAP-1

BAP-1[8] is designed to achieve instantaneous ngessa
verification upon message receipt.

Sender:

 Sender first chooses the cryptographic kgy which
corresponds to the time interval i %, [t,.[ (where
[t,.t,s, [denotes the set &R | ¢, <t<t., Pl

» The sender then encapsulates ., within a
cryptographic puzzle Puzzlg(), and broadcasts the

puzzle at timet*::. The puzzle serves to hide the key for a

given time(which depends on the puzzle complexitgl a
on the solver’s processing speed.

* Immediately after the last bits of the puzzle haeen
sent (at® ), the sender starts transmitting the message
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authentication COdeMﬁGki(m), computed over the
broadcast message m, using the Egycontained in the
puzzle.

* When the last bits oﬂdﬁcki(m),are sent (a{; ), the

sender transmits the broadcast message m.
Receiver:

» At time 1:5 , the receiver B receives the puzzle

Puzzle and starts solving it to retrieve the Ky ".( Here,

all messages received by B are marked with ’ tootien
that they may have been modified in transit by the
adversary.)

* To solving the puzzle, B
subsequently the messagé m

» To verify the authenticity of the message immealja
upon its receipt, the receiver must solve ploezle before

receiving the last bits of the message (i.e., nn'ctii ).

receives MACand

» After the receiver solves the puzzle, he therifies if

M AC’ was received within the time interval i.

» If the keyK, ' is indeed authentic and corresponds to
the current time slot i and to the claimed sender A

« If the message authentication cod'ﬂA.Cki(m)’,
computed with the derived key over the receivedsags
equals the received authentication code MAIE all
verifications succeed, then the receiver concludasthe
message fr= m is both authentic (i.e., generated by the
claimed source A) and T-recent (i.e., has been lsgmt
within T time units before reception, where<flt? — ¢, |).

Hence,the receiver concludes that the message is T-

authentic.

BAP-2

BAP-2 is based on an approach similar to BAP-1 @isin
late key disclosure is achieved by use of cryptogia
puzzles. The main difference is that, in BAP-2[8]e
key, the message and its MAC is encapsulated within
The puzzle achieves broadcast authentication tlroug

delayed key release based on cryptographic puzzles.
receiver

Message authentication is achieved if the
receives the puzzle before the attacker has satvex
messages received by B are marked with denote that
they might have been modified in transition by the
adversary.

This collapses three messages into one asal
reduces the time that the attacker has to solveulaale
in order to break the scheme. BAP-2 puzzle theleen
generates the key for time interval i. Hence taedsr
encapsulates the message m, its message authenticat
code MAC, message (m), and the kEy in a puzzle
Puzzle(Puzzle, MAC, m). After receiving the puzzle
Puzzlé, the receiver solves it and then verifies that the
Puzzlé was received during the time interval i, that the

key K; (derived from Puzzlgis indeed authentic and that
it corresponds to the current time slot i and ® ¢kaimed
sender A, the message authentication code M AGVeldr
from the puzzle corresponds to M A@' ) computed
with the derived keyK; over the derived messagé. i
and only if all three verifications succeed, theereer
concludes that the messagé=m is both authentic (i.e.,
generated by the claimed sourceA) and T-recentr@gviie
Consequently, BAP-2 reaches T-authentication )

One advantage of BAP-2 over BAP-1 is tha t
attacker has less time to solve the puzzle. Nanaslgoon
as the first bits of the puzzle are received byrdoeiver,
the attacker looses the possibility to forge thessage.
Therefore, the key validity time intervals can bersened
in BAP-2 with respect to the intervals in BAP-1,
assuming the same message size, key size,
propagation delays. One drawback of this solut®the

loss of instantaneous message verification and the

inability to prepare the puzzles beforehand (uniies
messages are largely predictable or drawn from alsm
well-defined set)[8].

The security analysis of BAP-2 closely resembles tf
BAP-1 and we therefore omit further details. Simila
BAP-1, we require that the attacker cannot geneaate
valid message prior to solving the puzzle and casolve
the puzzle before the validity of the key expires.

V. RESULT ANALYSIS
The Coding Result Of BAP-1 Method is as follows
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@ Administrator: Command Promat MR T

|

WELCOME TO OUR PROGRAM

Enter the type of operation—

Give OPERATION type as per menu number
2
Enter the message you want to send:
abe
Ciphertext: 4313833827168188276594134P8656511204983993394859
: o you want to continue:—

Yes

Mo

Yes

WELCOME TO OUR PROGRAM

Enter the type of operation—

Give OPERATION type as per menu numhesr

e e S

1.6
e Digest from SUN, <initialized>

Enter the value of input =
ahed

81FESBFEB?S576C3ECB22426 FBES 784738291 PACF
i Do you want to continue:—
Yes
Ho

Enter the type of operation—

1.%0R
2 .DECODING
3.5ha

4. Exit

Give OPERATION type as per menu nunber

4

In this coding we use menu sequentially for doing
operations and §ivalue is a random number between 1 to
100.

BAP-2

The Coding Result Of BAP-2 Method is as followeTh
code for BAP-2 is similar as BAR-1 as it uses same
mechanism only key.MAC and message sent at a time.

s 20 e

Jicrosoft Windo
iCopuright (c) 2889 Hica t Corparation. 011 rights veserved.
sNARADD:
avac N.java
ava N
he value of HB:76
Winput the value of ¥ in Integer:
23

Input the value of ¥ Integer:
54

The value of FI11 :33
1 :189
Input the value ui" R in Integer:
58
Input the value of Y Integer:
18
The value of FI[2] :48
The value of HIZ1 :22
The value of HA:38
Input the value of ¥ in Integer:
41
‘];T]mt the value of ¥ Integer:
The value of FI31 :128
31 94
ohject info:
SHAL

1 n 1.
toString = SHAL1 Message Digest From SUN, <{initialized>

Enter the value of input :
lahc

A9993E364786816ABA3E25717850C26CICDBDBYD
Enter the ssage you want to send:
abecd
Giphertext: 4361410025378597647512425824

HER]

VI.  CONCLUSION
Security plays a crucial role in the proper funciig of
wireless sensor networks. Hello flood attack is iin
attack on wireless sensor network, so it is necgssa
defend this attack with light and powerful defense
schemes. So in this paper we present the hellad floo
attack, hello packet and cryptographic schemesabig
and puzzle based security scheme and defense ssloéme
supporting attacks. Our proposed security frameviork
hello flood detection via a signal strength and
cryptographic puzzle method is more secure andehénc
is quite suitable for sensor networks. We implenibase
security schemes on programming to check result and
effectiveness in securing sensor networks. In &utwe
can implementing the proposed
scheme in ns-2 to check its effectiveness in seguri
sensor networks and other puzzle method.
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