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Abstract— Wireless sensor networks are set to become
a really pervasive technology that will influencer alay

by day life in imperative ways. WSNs undergo frcamym
constraints, counting low computation capabilityinote
memory, restricted energy resources, susceptibiiity
physical capture, and the use of timid wireless
communication channels. These constraints makeigecu
in WSNs a challenge. This section covers the difter
attacks and threats that relate to WSNs. A pardidyl
harmful attack against sensor and ad hoc netwosks i
known as the Sybil attack , where in a reputatigstesm

is subverted by forging identities in peer to peetwork.

In this paper, we propose Code verification tegami to
shield against the Sybil attack using a scheme hame
Hwang et al’s Scheme which is a password
authentication scheme.

Keywords— Security, Sensor Network (SN), Wireless
Sensor Network (WSN)

. INTRODUCTION
WSN are currently being employed in a variety of
applications ranging from medical to military, aftdm
home to industryWSN and Applicationaims to provide
a reference tool for the increasing number of gi§tm
who depend upon reliable SNs. Wireless sensors and
WSN have come to the forefront of the scientific
community recently. This is the consequence of
engineering increasingly smaller sized devices, ctvhi
enable many applications. The use of these sersuts
the possibility of organizing them into networksvila
revealed many research issues and have highligiged
ways to cope with certain problems. In a typicarsrio,
users can retrieve information of interest from N\Vby
injecting queries and gathering results from theated
base stations (or sink nodes), which behave as an
interface between users and the network. Thus, WaNs
be considered as a distributed database showgunefi-
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of the wireless communication and the lack of tampe

resistant hardware (to keep per-node costs low).

Additionally sensor nodes have restricted storagd a

computational resources rendering  public

cryptography not viable. In this paper, we study 8ybil

key

attack, a particularly harmful attack in sensommeks as
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shown in figure -1.2.In the Sybil attack, a maliggonode
behaves as if it were a larger number of nodes, for
example by claiming false identities. In the warase, an
attacker may generate an arbitrary number of autdditi
node identities, using only one physical device. We
propose several new defenses against the Sybitkatta
with key validation for random key predistributiokey
verification, and registration during quantitatiaealysis,
We also present a quantitative evaluation for drelom
key predistribution approach showing that it isustbto
compromised nodes using Hwang et al.’s scheme.

Il SYBIL ATTACK

Sybil attack is a malicious device illegitimatebking on
multiple identities. We refer, to malicious devices
additional identities as Sybil nodes. This attaithates
One-to-one mapping by creating multiple identit[@%
which is represented as shown in figure -1.2. Ttebe
understand the implications of the Sybil attack had to
defend against it, we develop a types of it asrglvelow:
Types of Sybil Attack
In order to detect the Sybil attack it is necessary
understand the different forms in which the netwark
attacked [1].

(a) Direct and Indirect Communication
(b) Fabricated and stolen identities
(c) Simultaneousind non-simultaneous attack

Sybil Attack on Protocols
In a Sybil attack, a malicious node can generatgé an
control a large number of identities on a singlggital
device. This gives the illusion to the network fai$ were
different legitimate nodes. It can affect the fallng
important protocol [1]:

Distributed Storage: The Sybil attack affects the
architecture where it replicates the data on séverdes.
Data will be stored on Sybil identities. It meang/hile
the system may be designed to replicate or fragmhetat
across several nodes, it could actually be stodisizg on
Sybil identities generated by the same maliciowdeno
Routing: Routing mechanism in which the nodes are
supposed to be disjoint is affected by Sybil idessi
because one node will be present in the variousspatd
different locations at the same time.

Data Aggregation: In SN, data is grouped into one node
to form complete information. When a Sybil node
contributes many times posing as different usems, t
aggregated data changes completely thus giving fals
information. With enough Sybil nodes, an attackexym
be able to completely alter the aggregate reading.

Voting: In WSN, most of the decisions are made by
voting. Since the Sybil node has many identitiesingle
node has a chance of voting many times, thus deitgu
the process.
Misbehavior detection A Sybil node increases the
reputation, credit, trust value by using its vittua
identities. Thus the accuracy to detect a malicivade is
reduced. It is likely that any such misbehaviorededr
has some false positives. As a result, it might tae
action until it observes several repeated offerseshe
same node. An attacker with many Sybil nodes could
“spread the blame”, by not having any one Sybihtdg
misbehave enough for the system to take action.

Fair resource allocation Since the Sybil node has
multiple identities it affects the allocation ofsmairces.
For example, when many nodes share a single radio
channel, each node will be assigned a fractiomud per
interval during which they can transmit. Since Bbil
node has many identities, it can obtain an unfadre of
the resources thus reducing the actual share ofiress
to the legitimate node.

Existing Detection Methods of Sybil Attack

(a) Radio resource testing: Consider that a node
wants to verify that none of its neighbors are Bybi
identities. It can assign each of its neighborsfeerént
channel to broadcast some message on.[2] It cam the
choose a channel randomly on which to listen. B th
neighbor that was assigned that channel is legiémia
should hear the message. Let's’ be the total nurobtre
nodes ‘n’ be the number of Sybil nodes. The prdigbi
of detecting the Sybil node is s/n. A more difftaase is
when there are not enough channels to assign each
neighbor a different channel. In this case, a raateonly
test some subset of its neighbors at one timénelfet are
‘c’ channels, then the node can test ‘c’ neightadrence.
Note that a malicious node not in the subset b&sted
can cover for a Sybil node that is being tested by
transmitting on the channel that the Sybil node is
supposed to be transmitting on.

(b) Registration: One obvious way to prevent the
Sybil attack is to perform identity registratior.[&
difference between peer-to-peer networks and in WSN
there may be a trusted central authority managheg t
network, and thus knowing deployed nodes. The aéntr
authority may also be able to disseminate thatiméion
securely to the network. . To detect Sybil attacks,
entity could poll the network and compare the rsstd
the known deployment. To prevent the Sybil attaaoky
node could check the list of “known-good” idengsi to
validate another node as legitimate. Registratsolikely
to be a good initial defense in many scenariosh e
drawbacks. The list of known identities must betgcted
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from being maliciously modified. If the attackerable to
add identities to this list, he will be able to a8gbil
nodes to the network.

(c) Position Verification: Another promising
approach to defending against the Sybil attaclotipn
verification. Here we assume that the sensor nétisr
immobile once deployed. In this approach, the netwo
verifies the physical position of each node. Sytmbes
can be detected using this approach because they wi
appear to be at exactly the same position as ttieious
node that generates them [2]. By placing a limittba
density of the network, in-region verification che used
to tightly bind the number of Sybil identities that
malicious node can create.

(d) Random Key Predistribution: Researchers
recently proposed a promising technique for key
distribution in  sensor networks: random key

predistribution [3, 4]. These techniques allow reode
establish secure links to other nodes. In thisicectve
will show how these key distribution schemes cao dle
used to defend against the Sybil attack. In randem
predistribution, we assign a random setkeys or key-
related information to each sensor node, so thttdrkey
set-up phase, each node can discover or compute the
common keys it shares with its neighbors; the commo
keys will be used as a shared secret session keystare
node-to-node secrecy.

Our key ideas are:

1. Associating the node identity with the keys

assigned to the node.

2. Key validation, i.e., the network beingeatd verify
part or all of the keys  that an identity claito have.
We use the following notation:

ID: a randomly generated identity;
¢: key pool;
m: size of key pool, maf; |
k: size of key ring
n: size of compromised key pool.
Using these we calculate the prdiglaf SybillD as:
Pr(ID' is a usable SybillD)=

m-k+t, &

=L D /) ()1
Using this formula we work here for code attestatio
(verification) work.
Code Attestation
Remote code verification or attestation is another
promising new technique that could be employed to
defend against many types of attacks, includingSyieil
attack. The basic idea is to exploit the fact tihet code
running on a malicious node must be different fritrat
on a legitimate node. Therefore, we could validateode

by verifying its memory content. So we applied hare
New Scheme for Code Attestation & for indirect
validation which effects on more security. We usegeh
Hwang et al's Scheme which is derived from Lamport
Algorithm[10]. In this, for proper and each sybillB®
password is generated from server. Moreover thia is
password authentication Scheme.

DEFENSES
To defend against the Sybil attack, we would like t
validate that each node identity is the only idgnti
presented by the corresponding physical node. Taere
two types of ways to validate an identity. Thetfiype is
direct validation, in which a node directly testhether
another node identity is valid. The second typmdsrect
validation, in which nodes that have already beenified
are allowed to vouch for or refute other nodes. this
paper, several defenses are applied except in code
verification work. For code verification, we userde
Hwang et al’s scheme [9] which is a password
authentication scheme. For this we use random key
predistribution [3,4,5,6] and key pool[7,8].

Il HWANG ET AL’'S SCHEME

The notations used throughout this paper are destias
in the following.

« U:auser.

* |Du, PWu: u’s identifier & password respectively.

* S:remote server.

e h(.): Server hash function.

* @ : bitwise XOR operation.

* n:alarge prime number.

* (:agenerator of Zn*.

 SK:S'’ssecret key.

* Vs asolutions of the puzzle, decided by S .

* Ns: the nonce generated by S.

* Nu: the nonce generated by U.

e SKs : the secret key of S, used for puzzle
verification.

e Tokenu : the message authentication code issued
fromStoU.

*  Puzzle(P,x1,x2,..xn): Given p,x1,x2,...xn.
find v such that h(x1,x2..xn, v) =P

Hwang et al's scheme involves three phases,
registration phase, the login phase and the vatifio
phase, which can be described as in the following.
Registration phas:
In this phase, the user U initially registers witle server
S.
1) U chooses his IDu and PWu , and sends themave
secure communication channelto S .
2) Upon receiving IDuand PWu, S computes

the
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S,=¥%  IDu¥

h. = EP“.Tu.SK

U
Login phase:
In this, user sends login request message to S.

Ml={zk . 1Du, Nu!}

Receiving M1, S checks. If already used, then tsjdte
session.
Otherwise, S determines Vs & generated Ns. Then
computes :

P=h(ZE, P,IDu, N, N, v, SK)

token,=h(CX_, P,IDu, Nu, Ns, Vs, SK)
Then S generates M2 message as M2={P,t®ﬁ:enu}

& sends to U for login. Upon receiving M2 from serylt
calculates:
Xuzgru FWu
Y‘h‘.:Su _hur-u.to}cenu mod n

Then user generates M3 message as
M3=(3¥_, IDu, PW,Tokenu, Xu,Yu) & sends to
Server S.

mod n

Verification Phase:
Receiving M3 message S checkstoiken, equals
h(Z.{‘zL B,1Du, N, N, 1, SK). If not stops the session.
Otherwise S verified as :

Yu'¥'=IDu. Xtk

Using these three phases, we work here for code
verification.

V. PROPOSEDALGORITHM
(A)For SyhillD:
» define ID
* definem,n, k,t
e define d( Wheather for full validation or
partial validation)
» compute probability of usable SyhillD as :

PriD’ is a usable SybillD ) =

m—k+t
B (@) (22 /) ()
(B)For Registration Phase:
» define SK(secret key)
- define PWS,,.h,,.9
« Then computes =YX . [DuS¥
+ Computeh,,=gPWusK
(C)For Login Phase:

« define N, ., ¢

d
]

e definer,,, >, ¥7,

e compute p as @i‘:l IDu, N,,, N, ;) using appropriate
hash function

 computgoken,,as h§:  p 1pu N,,N,, v., SK)

* computeX,, =g™*-FWu mod n

* computeY,,=S,, huwtokeny mod n

(C)For Verification Phase:

. computeyy 5K~ "=IDu. X,, (ke

. compare and determine error difference

Following above algorithm, we developed a java code

with assuming small number taken to the variablde

example is given belown this there is full validation

phase and partial validation phase occurred whgh i

determined by d. For full validation d=50 and fartal

validation d=30 is taken.

V. RESULT ANALYSIS

****CODE FOR SYBIL ATTACK***#trskk

Enter size of key pool m:

10

Enter compromised Key pool size n:
3

Enter size of the key ring k :
3

Enter the value of r :

5

Enter the value of g :

1

x=7

nct= 3

xcy= 21

mck= 120

zck= 56

M= 0.5249999761581421
Magic of big decimal 0.5249999761581421
0.5249999761581421 is approximately 0.525
num= 0.5249999761581421
N= 2.820584664867278E-17
Magic of big decimal
0.00000000000000002820584664867278
2.820584664867278E-17 is approximately O
numl= 2.820584664867278E-17
1.4808068818073424E-17 is approximately O
X[1]=1.4808068211916094E-17
nct= 3
xcy=7
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mck= 120

zck= 84

M= 0.17499999701976776

Magic of big decimal 0.17499999701976776
0.17499999701976776 is approximately 0.175
num= 0.17499999701976776
N=1.798463511264194E-8

Magic of big decimal 0.00000001798463511264194

1.798463511264194E-8 is approximately O
numl=1.798463511264194E-8
3.1473111059220188E-9 is approximately O
X[2]=3.1473110784219216E-9

nct= 1

xcy=1

mck= 120

zck= 120

M= 0.008333333767950535

Magic of big decimal 0.008333333767950535
0.008333333767950535 is approximately 0.00833
num= 0.008333333767950535

N=1.0

Magic of big decimal 1.0

1.0 is approximately 1

numl= 1.0

0.008333336915261641 is approximately 0.00833
X[3]=0.008333336561918259

Magic of big decimal
0.000000000000000014808068211916094
ID[1]=0

SUM2 =1.4808068211916094E-17

TOTAL SUM =2.961613642383219E-17
SK=0.3952986360030897
PW=0.4533619606091347

S[1]=0

Magic of big decimal
0.0000000031473110784219216

ID[2]=0

SUM2 =3.1473110784219216E-9

TOTAL SUM =6.294622156843843E-9
SK=0.8346470939978052
PW=0.7816371828920409

S[2]=0

Magic of big decimal 0.008333336561918259
ID[3]=0.00833

SUM2 =0.008333336561918259

TOTAL SUM =0.016666673123836517
SK=0.1489686368763865

PW=0.817614501037797
S[3]=0.49008

User ID is :0.49008
v[1]=4
v[2]=6
v[3]=8

p=9
SK=0.44180605719302135
j[1]=28
SK=0.6244802221402853
j[2]=30
SK=0.6160265039783728
j[3]=32

token=9

X=1

h=1

Y=0

Inverse of Secret Key Is :1.2938430960111162

01=0.0
02=0.016666673123836517

Error Difference of above given value

:0.016666673123836517
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B Administrator: Command
Microsoft Windows [V on 6.1.76881

Copyright (c) 2089 Microsoft Corporation. All rights reserved.

C:\Users\AAA>D:

D:\>javac SH.java

ODE FOR SYBIL ATTACKswstememmmmsn
r size of key pool m:
¢ compromised Key pool size n :
+ size of the key ring k :
r the value of » :

¢ the value of g :

ck= 56
= 0.5249999761581421
Ha ic of hig decimal B.5249999761581421

8. 5249999?61581421 is approximately B.525
nun= B.5249999761581421
= 2.8208584664867278E-17
Magic of hig decinal B.RARARARARARARARA282G584664867278
2.828584664867278E-17 is approximately @
nuni= 2.826584664867278E-17
1.48A8068818073424E-17 is approximately @
%[11=1.4868068211916694E-17

C 84
= 8.17499999701976776

Magic of bhig decimal B.17499999781976776
9.17499999701976776 is approximately B.175
nun= 0.17499999781976776

= 1.798463511264194E-8
Ha ic of hig decimal B.0PBPARA1798463511264194
i. 798463511264194E 8 is approximately @
nuni= 1.798463511264194E-8
3.1473111@59220188E-% is approximately B
K[21=3.1473118784219216E-%

128
B B88333333767958535
Ha ic of hig decimal B.BB8333333767958535
8. 888333333767958535 is approximately B.@B833

& Administrator: Command Prompt:

S ——
nun= B.808333333767958535
N= 1.8
Magic of big decimal 1.8
1.8 is approximately 1
numi= 1.0
3.868333336915261641 is approximately B8.88833
% [31=0.0808333336561918259
Ha%lc of hig decimal B.BBAPAPENPAPADAABI48ABAGE2117168%4

SUM2 =1.4808068211916894E-17

TOTAL SUM =2.961613642383219E-17

[SK=0.7036534382342077
3193121635345165

5 [11-8

Tg%%ﬁ gf hig decimal 0.PAADBAAD314731168784219216
BUM2 =3.147311@784219216E-9

TOTAL SUM =6.294622156843843E-9

5K

664
Magic of hig decimal 0.B08333336561918259
[DL31-0.00833
SUM2 =A.BB8333336561918259

TOTAL SUM -B.@16666673123836517
5K

.. .VERIFICATION PHASE
rse of Secret Key Is :1.8244849000848467

.a
B16666673123836517

0.
[Error Difference of above given wvalue is :0.B16666673123836517

V. CONCLUSION
In this paper, we define the Sybil attack and typkthis
attack. Hwang et al’s Scheme is used for code
verification work. A particular java code is deveda for
this purpose for both full validation (d=50) andrtp
validation (d=30). This code gives best result onlf
and n<=5. A little error difference is occurred. tims
scheme Secret Key and Password is given by the user
which is insecure. For this only, we use here ramdo
numbers which is in between 0 to 1 for both Pasdwor
and Secret key which gives better security.

This code is valid upto m=30, Above 385this
code will stop because of receiving huge amount of
fractions. Implement this in other tool like NS2lwgive
better result. For more security we can use dynamic
verification like CAPTCHA in code verification work
which is left for future purpose.
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