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Abstract— Threats and attacks are a way of trying to
compromise the information asset that is stored in critical
infrastructures. As the technology is advancing there are
better and improved methods of acquiring information
illegally or in an unorthodox way. Hackers are often active
attackers who have the skill to gain unauthorized access
and undermine the security goals within networks and
systems. Humans play an important role in protecting data
confidentiality, data integrity and availability. In
cybercrime offences are done for various reasons and it is

l. INTRODUCTION
Cybercrime involves the issue of committing an diecice
through the use of a computer or on the interrtetakes
many forms such as cyber warfare, cyber espionage a
software piracy. Though crime is presumed to beedoyn
skilled personnel such as hackers, every human dhat
gain access to a computer or the internet is capabl
cybercrime. Most developed countries have cyber tlzat
help or assist in the governance and as a statutory
instrument in fighting cybercrime. The most criticsset
within an organization is information; it should be
safeguarded against unauthorized access, modificatnd
destruction. Mainly humans enforce physical segurit
computer security, network security and information
security. The goal of Information security is tofact data
confidentiality, data integrity and availability][I1However
there is a certain level of risk that is associateith
safeguarding the information asset. Risk is whethraat
agent compromises the information asset throughusieeof
vulnerability within  a system. Vulnerabilities are
weaknesses in the system such as weak passwarkigfla
patch management, lack of configuration management.

Il. REVIEW OF LITERATURE
Information security is a way of protecting thearrhation,
critical elements, systems and hardware that stose,
transmit and safeguard the confidentiality, intggrand
availability of information. Information System & set of
software, hardware, data, people, procedures, atwdorks

the responsibility of the human to ensure information
security. Thereis a lot of risk associated with safeguarding
the information asset that is technological risk, financial
risk, operational risks, political risk, economic risk and
human risk. The aim of this paper is to indicate the human
factors of securing information in order to reduce
cybercrime activities.

Keywor ds—Attacks, Availability,
Cybercrime I ntegrity, Threats

Confidentiality,

necessary to use information as a in the
organization [1]

E-commerce is now used to complete many very inaport
transactions. However, due to the threat of cyleesr
these transactions are at risk and this can ré@suéss of
critical data if not protected well. A range of pide
threats exist that can compromise these transactiod this
can be resolved by using known and trusted mectmsnis
(e.g. authentication) to secure them. Further rekezan be
done on the tools used to discover and deal wighlited
aspects of cybercrime as well as how the 2 entitiesact
and affect each other [3]

Today, the public enjoys shopping and banking frive
comfort of their home while companies save money on
processing transactions and hiring employees. Hewev
with any innovation, there are obstacles to oved@fore

the venture is deemed successful. In e-business,
encompassing any transaction via the internet, the
information exchange can be simple. The law needs t
adopt policies stating companies must report ssfges
break-ins. It should be mandatory to report segurit
breaches such as gaining access to databases asirexp
financial information without regard to its repudeat [4].
Cybercrime is a straightforward report on the majaas of
criminal intrusions into computer networks, systerasd
data bases. Hackers or crackers are individualsillitidy
access systems either though social or technologica
engineering. The authors introduce the basic setctbns
they consider cybercrime, consistent with positingions

of damage to property and persons in or via cylzeep

resource
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That set includes: Cracking or Hacking into syst
inappropriately (and perhaps damaging that syst
Pirating data or software without permission; Pkieg, or
accessing the phone system to avoid payment foicest
computer viruses, child pornography[5].

Many cybercrimes are now being committed from it
locations outside national borders. Through thatetyic
targeting of financial institutions such crimes edtimately
derail a nation’s productivity. This was foundbe true and
in response, national security organizations in Ekhkand
the USA put in place guidelines and policies topheaboid
and handle such crimes as a united front. Incrgatie
scope to include industrial or national po-grid

management institions can be done in future. This is w
the goal of dealing with homegrown threats whichn

cause the same problems from within the countrgisiérs

[6].

Il RESEARCH GAP
Information security is concerned with the confitiglity,
integrity and availability of an information ass.
Cybercrime takes many forms such as software pi
online fraud and can take place from within or @ésan
organization.However humans play an impant part of
securing information in cybercrime

V. OBJECTIVES OF STUDY
To perform a review of literature on related subj
To highlight the human side of information securdm
cybercrime.

V. FINDINGS

Most organizations are now spending about 30 %he
budget on information security and many firms haet
Information security departments to safeguathe
confidentiality, integrity and availability of ainformation
asset.

Confidentiality

Availability

Fig. 1 Security Goals
Attackers of systems have been from within
organization that is internally or from outside
organization that is external An attacker can be a hacker
or a crackesee figure 2 ¢ 3 below.An attacker can also use
various ways to gain unauthorized access to amysteh
as social engineering, password attacks, brutee
approach, Denial of Service(DOS), Distributed DEmif
Service(DDOS), eavesdropping, I[P spoofing, ARP
spoofing, phishing, packet sniffinreplay and man in the
middle attacksCybercrime takes many forms sucl
Software Piracy
Online fraud
Child pornography
Computer Virus
Identity theft
Unauthorized access
Downloading illegal stuff
In order to protect against attacks various mechanisws
been enforced such as Baseline controls,- virus,
firewalls, Intrusion Detection Systems, Intrusia¥ention

Stolen information

Systems, access controls and biometric Ic
¢

Hacker request
Remote system that is

the object of an attack

Internet

@

Hacker using a
computer as the
subject of attack

Fig. 2 - Hacker using a computer to attack [1]

The humans play a pivotal role in the implementst
monitoring, maintaining and management of inforora
security. In order to reduce cybercrime that enes&tom
human error, mistakes, negligence and bad decisiere
is need for

Carelil planning of strategi

Implementation of sound security polic

Patch management

Configuration manageme

Good control measures

Good communication skil

Secure Education, Training and Awarel
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VI. CONCLUSION

An attacker is a human being and mosreats are
developed by humans and aorganization usuall
employees a system or network administrator, ceefirity
officer, Information Security specialist to enforsecurity
mechanisms within an organization. However humdag
a vital role ofinformation security against cybercrime.
conclusion organizations should invest more money
employees by providing security education, traingrgd
awareness (SETA), employ skilled manpower \
qualifications and certifications and also motivatelkeep
abreast with the latest advandesechnology

Information System

Computing resources

Opponent (processor, memory, 1/O)

~—human (e.g., cracker) Data
—software
(e.g., virus, worm) Processes

Access Channel ~ Gatekeeper | sofiware

function

Internal security controls

Fig. 3 - Network Access model by Human [ 2]

VII. SCOPE FOR FURTHER RESEARCH

The increase in cybercrime is being caused by ¢asar
that the systems are dependent on the humans reater
extent suchthat the attacks, threats and ways
implementing security revolve around humans. Thier
need for development of systems in Artificial Itiggnt,
machine learning, robotics and neural networks B¢
approach to reduce cybercrime
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