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Abstract— Cloud Computing is internet based
computing,  inwhich large groups of remote serversare
networked so asto  allow sharing of data  processing
tasks, centralized data storage, and online access to
computer services or resources. The prevalent Problem
Associated with Cloud Computing is the Cloud security
and the appropriate Implementation of Cloud over the
Network. Cloud computing moves the application
software and databases to the large data centers, where
the management of the data and services may not be fully
trustworthy. Problem is that Clouds typically have single
security architecture but have many customers with
different demands and | attempt to solve this problem. In
this | need to provide Integrity of data by overcoming
many existing problems like Client Data Integrity, Cloud
Sorage Integrity ,Integrity Problem on Transmitted Data,
Integrity Problem When Update the Client Data, Integrity
among VM Instances and Integrity of Cloud Services .
Which is mostly need to enhance of Integrity of Cloud
Data to get better Data accessibility over network. To
learn about Data Integrity in cloud computing, a review
process involving 3 stage approaches has been
undertaken for 40 research papers which were published
in the period of year 2010 to year 2013. The outcome of
the review was in the form of various findings, found
under the key issue. The findings included algorithms and
methodol ogies used to solve particular research problem,
along with their strengths and weaknesses and the scope
for the future work in the area.
Keywords— Data Integrity,
Instances, Privacy, RSA
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I.  INTRODUCTION
Cloud Computing simply means internet computing. It
allows user to store large amount of data in clstatdage
and use as and when required from any part of timdw
via any terminal equipment. Since cloud computsgest
on internet. It implies sharing of computing resms to
handle applications. Cloud computing offers reduced
capital expenditure, operational risks, complexity,
maintenance and increased scalability while progdi
services at different abstraction levels [2].
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Since cloud computing is a utility available on setit

brings about not only convenience and efficiency

problems but also great challenges in the fielddafa

security and privacy protection and many more |ikata

theft and leakage, Data confidentiality, Integrity

Verification, authentication various hackers attace

raised. Cloud computing is a great change of in&tiom

system. Security becomes a bottleneck of cloud

computing development ensuring the security has bee

regarded as one of the greatest problems in the

development of cloud computing [4].

Cloud computing is a latest and fast growing tebbmp

that offers an innovative, efficient and scalabiesibess

model for organizations to adopt various informatio

technology resources i.e. software, hardware, nétwo

storage, bandwidth etc. At the foundation of cloud

computing is the broader concept of converged

infrastructure and shared services. It has theliliyao

incorporate multiple internal and external cloudvems

together to provide high interoperability there che

multiple accounts associated with a single or rpldti

service provider (SPs). So, Security in terms ¢égnty

is most important aspects in cloud computing

environment[1]

Data integrity refers to maintaining and assurirgp t

accuracy and consistency of data over its enfeeclicle.

Data integrity can be compromised in a number ofsva

» Human errors when data is entered

»  Errors that occur when data is transmitted from one
computer to another

»  Software bugs or viruses

» Hardware malfunctions, such as disk crashes

» Natural disasters, such as fires and floods

There are many ways to minimize these threats ta da

integrity. These include:

» Backing up data regularly

» Controlling access to data via security mechanisms

» Designing user interfaces that prevent the input of
invalid data

» Using error detection and correction software when
transmitting data
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Il. SOLUTION APPROACHES USED
Data Integrity among VM Instances
For issue A light Weight Centralized File Monitagin
Approach (Cryptography) and A Fingerprinting System
Call Approach are used to maintain data integrityoag
VM Instance. These approaches prevents malicious VM
users to modify well known frequently executed
programs. The solution approaches under this idsares
been shown in th&able 2.1, which includes additional
information like Data used along with results obhéai.
The same table also describes the Comparative saimaly
between various solution approaches.

Table 2.1 Data Integrity among VM Instances

S. Solution Data Results
No Approach used
1 A light Weight | Hash Avoiding the need of
Centralized database| external database to store
File the checksum of files.
Monitoring Minimum resources
Approach needed
(Cryptography Requires minimal and
lightweight Standalone
utility application,
transparent and platform
independent
2 A Synthetic| Prevents malicious VM
Fingerprinting | dataset | users to modify well
System Call known frequently executeq
Approach programs
3 Virtualization Synthetic| A secure VM execution
Architecture dataset | environment under an

untrusted management O$

4 An architecture| Real Improvement on the secu

@

for  dynamic| dataset | policy by adding a flexible
management access control.
and monitoring
of virtual
machines
5 TVMCM, Spatial |dentities verification of
Trusted VM Dataset | involved servers
Clone Model Attestation of source VM

and destination VM
Protection of integrity of
transmitted data.
Capable of working with
the Xen hypervisor

In this issue the best approach is Fingerprintiggt&in
Call Approach for Intrusion Detection because #ates
individual array for each system call and Low Coexpl
Scalability and adaptability are the advantageg wwhrst
Approach is light Weight Centralized File Monitogin

Scheme because this scheme is not deployed yet.
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[l TECHNOLOGIES USED BY RESEARCHERS

Hardware specification:

Researchers used various types of hardware
specifications according to the requirement of rthei
work. These are following

1. Pentium Core.

2. Intel Core i3

3. RAM Size 128mb, 2GB.

4. Processor 1.2GHz, 2.4GHz

Software specification:

Researches used the following software for their
proposed work

1. Supporting OS: Windows XP, VISTA, LINUX: Red
Hat, Ubuntu, Fedora.

2. Java Development Kit - jdk1.6.0_02.

3. Java Runtime Environment - jre1.6.0_06.

4. Web Browser like Google chrome with Java Plug-in
installed.

5. Wireless connectivity driver.

6. XEN and KVM Hypervisor

Technology Specific Tools used:

Researchers used the following technology tools for
their experimentation part:

1. Java Development Kit - jdk1.6.0_02.

2. Java Runtime Environment - jre1.6.0_06.

3. Java. awt package for layout of the applet.

4. Java.net package for connection settings andages
passing.

IV. DATA USED
Researchers used many types of data for
experimentation, some of these are
» Hash database
»  Synthetic dataset
» Real dataset
» Spatial Dataset

their

V. ADVANTAGES

» A light Weight Centralized File Monitoring
Approach , is standalone utility application and is
transparent and platform independent

» A new data integrity check scheme, based on the
well-known RSA security assumption the advantage
of this scheme is that the client did not needdegk
the copy data in the client. So it indeed reliethes
storage burden in client.

» The performances measures such as encryption time
and time taken to detect corruption are reduced by
conceptual cloud architecture by adopting an
encryption algorithm with dynamic small size key.

» Virtualization Architecture provides A secure VM
execution environment under an untrusted
management OS
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VI. DISADVANTAGES

» On-demand logical resource (file) replication
scheme, The Limitation of the proposed system is
that FRS is a single point of failure in a group.

» A Dynamic Proof of Retrievability (PoR) Scheme
detect only static data corruption. And security
issues has limitations that are Data losses / tggka
Difficult to assess the reliability of suppliers,
Authentication mechanisms are not so strong.

VIl. PROPOSEDSOLUTION

In this section, threat model is defined, analyhe t

security requirements, outline the design of theppsed

secure Vvirtualization architecture and then predést
relevant details.

Threat Model:

In this threat model we consider the scenario ofient

executing a security-critical VM on the remote watized

computing environment. In this scenario the hysawi
layer is verified and integrity of the hypervisayeér is
assured using Trusted Computing techniques However,
the management VM DomO is a complete OS and
managed by the administrator.

The security threats may come from several ways:

» Attackers from outside of the cloud computing
environment. An attacker may access the
management os and control root,
memory,Input/Output, CPU and other privileged
access rights.

» Attackers who are clients of the cloud computing
environment, a client that runs a DomU in the cloud
computing environment can control Dom0, access all
the privileges and break into another client’'s VM.

» Attackers from inside the cloud computing
environment. The hypervisor layer is verified from
hardware but DomO is controlled by the system
administrator. A careless or malicious administrato
may leak or change sensitive information of the
client. A compromised DomO can control the
network I/O and secondary storage, but have no
access to the hypervisor memory address space.

VIIIL. SYSTEM BLOCK DIAGRAM
) - A
/Hypervisor (XEN)\

Encryption
Domain U Algorithm to _
(Secure J\ protect the J\ Domain 0
Critical _V memory pages (Managem
VM) and vCPU entOS)
registers
- AN Y

Figure 8.1 System Block Diagram
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Design of a Secure Runtime Environment

» Dom 0 communicate with Dom U by using shared
memory

» The shared memory use the grant table method, in
which Dom U initiates the granting and Dom 0 asks
for access through Hypercalls.

» Hypervisor monitors every memory and vCPU access
from Dom O to Dom U

» Encrypt all the memory pages and vCPU registers if
they involve any private information of Dom U.

» Dom 0 is provided with an encrypted view of
memory pages and vCPU registers for the purpose of
saving or restoring state.

» The contents of these pages and registers remain
secret from DomO

IX. EXPERIMENTAL RESULTSAND
DISCUSSION

In this section, the basic experiments have been
conducted to give the detailed analysis of NatiseXén
Hypervisor on CPU performance.
Experiment 1: Detailed analysis of Native Vs XEN
Hypervisor on CPU performance Benchmark:
Benchmarking is the performance measurement ofi®firt
machine in term of CPU Bound, I/0O Bound, and Memory
Bound. Based on micro benchmarks, which compare the
impact on basic primitive operation, and extendmgeal
life situations by prediction. The benchmarkingaiso
measure the workloads of similar life cycle. Insthi
experiment sysbench benchmarking tool is used. The
sysbench can test single-threaded and multi-thceade
performance by calculating prime numbers.
Installation command of sysbench in Ubuntu14.04 is
#apt-get install sysbench
Open Terminal:
For XEN:
Step-1Xen start (For XEN start)
Step-2Sysbench --test=cpu —cpu—max—prime =2000
run (command for run 2000 prime no)
Step-3Xend stoFor XEN end)
Result:
Test Execution summary:
Total time: 1.7896ms
Total no of events :10000
Total time taken by event execution:1.7857
per-request statistics

Minimum :0.17ms
Average :0.18ms
Maximum :4.08ms

Approx .95 percentile .17ms
“Total execution time for 2000 prime no , on XEN
Hypervisor is 1.7896 ms .”
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For NATIVE

Step-1Sysbench --test=cpu —cpu—max—prime =2000
run

Result:

Test Execution summary:

Total time:1.7796ms

Total no of events :10000

Total time taken by event execution: 1.7857
per-request statistics

Minimum :0.17ms
Average :0.18ms
Maximum : 4.08ms

Approx .95 percentile .17ms
“Total execution time for 2000 prime no. on Natige i
1.7796 ms.”
An experiment for detailed analysis of the CPU
performance on XEN and Native have been condutited.
this experiment CPU performance was checked on
different prime numbers for XEN Hypervisor and Nati
The execution time for different prime numbers are
shown in table 9.1

Table 9.1 Execution Time for XEN and Native

Reading on Prime | XEN Reading Native Reading

No. (Total Execution (Total Execution
time) time)

2000 1.78ms 1.77ms

4000 4.11ms 4.09ms

6000 6.821ms 6.807ms

10000 12.956ms 12.9327ms

20,000 31.597ms 31.565ms

40,000 78.193ms 78.140ms

45,000 91.494ms 91.504ms

Results shows that CPU performance on XEN and Bativ
is almost same because the Execution time of XEiN an
Native was close to each other.

X. CONCLUSION
The review of 41 research papers has been caruetho
the area of Data Integrity in Cloud Computing to
investigate and find out current challenges angaaoaf
work
After this review | focused on the issue that igada
integrity among VM instances and Cloud storage
integrity, many of the solution approaches are used
maintain integrity of cloud.
The exhaustive review has finally led to extraotfngs,
issue wise findings and common findings in the aka
Data Integrity in Cloud Computing, strengths and
weaknesses and also the gaps in the publishedrehsea
work.
Virtualization is the core of Cloud Computing, to
maintain the integrity of Cloud Storage we can jdev
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the integrity on Virtual Machines and it would bebig
effect on cloud storage integrity.
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