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Abstract—Cloud Computing is a flexible, cost-effective, and
proven delivery platform for providing business or consumer
IT services over the Internet. However, cloud Computing
presents an added level of risk because essential services are
often outsourced to a third party, which makes it harder to
maintain data security and privacy, support data and service
availability, and demonstrate compliance. Cloud Computing
leverages many technologies (SOA, virtualization, Web 2.0); it
also inherits their security issues, which we discuss here,
identifying the main vulnerabilities in this kind of systems and
the most important threats found in the literature related to
Cloud Computing and its environment as well as to identify
and relate vulnerabilities and threats with possible solutions.
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l. INTRODUCTION
The importance of Cloud Computing is increasing #&nis
receiving a growing attention in the scientific aimdlustrial

communities. A study by Gartner[1] considered @lou

Computing as the first among the top 10 most ingotrt
technologies and with a better prospect in suceesg@ars by
companies and organizations.

Cloud Computing enables ubiquitous, convenientdemand
network access to a shared pool of configurable peimg

resources (e.g., networks, servers, storage, apipls, and
services) that can be rapidly provisioned and ssldawith

minimal management effort or service provider iattion.

Cloud Computing appears as a computational paradigm

well as a distribution architecture and its maifecbve is to
provide secure, quick, convenient data storage ast
computing service, with all computing resourcesialized as
services and delivered over the Internet[2,3]. Tdleud
enhances collaboration, agility, scalability, aahility, ability
to adapt to fluctuations according to demand, acatd
development work, and provides potential for ceastuction
through optimized and efficient computing [4-7].
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Cloud Computing combines a number of computing epte

and technologies such as Service Oriented Architect
(SOA), Web 2.0, virtualization and other technosgiwith

reliance on the Internet,
applications online through web browsers to satitfe

computing needs of users, while their software dath are
stored on the servers [5]. In some respects, Clhamdputing

represents the maturing of these technologies anda i
marketing term to represent that maturity and tbesises

they provide [6].

Although there are many benefits to adopting Cloud
Computing, there are also some significant barritys
adoption. One of the most significant barriers dogion is

security, followed by issues regarding complianggyacy

and legal matters [8]. Because Cloud Computingesgmts a
relatively new computing model, there is a greaal def

uncertainty about how security at all levels (eretwork,

host, application, and data levels) can be achieretl how
applications security is moved to Cloud Computi@py That

uncertainty has consistently led information exe®st to

state that security is their number one concerm \@toud

Computing [10].

Security concerns relate to risk areas such agrattelata
storage, dependency on the “public” internet, latkontrol,

multi-tenancy and integration with internal seaqurit
Compared to traditional technologies, the cloud hemy

specific features, such as its large scale andfdhe that

resources belonging to cloud providers are comlglete
distributed, heterogeneous and totally virtualiZEchditional
security mechanisms such as identity, authenticatand
authorization are no longer enough for clouds girtburrent
form [11]. Security controls in Cloud Computing afer the
most part, no different than security controls inyaT
environment. However, because of the cloud semrioéels
employed, the operational models, and the techiedagsed
to enable cloud services, Cloud Computing may prtese
different risks to an organization than traditioflsolutions.
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Unfortunately, integrating security into these siolus is often
perceived as making them more rigid [4].

Moving critical applications and sensitive dategtdlic cloud

environments is of great concern for those corjpmmatthat
are moving beyond their data center's network urttieir

control. To alleviate these concerns, a cloud smuprovider

must ensure that customers will continue to hawe game
security and privacy controls over their applicatoand
services, provide evidence to customers that tirgianization
are secure and they can meet their service-leveleatents,
and that they can prove compliance to auditors.[12]

We present here a categorization of security iséore€loud

Computing focused in the so-called SPI model (S&&&S
and laaS), identifying the main vulnerabilitiesthis kind of

systems and the most important threats found iditteature

related to Cloud Computing and its environmenthieat is a
potential attack that may lead to a misuse of imfmion or

resources, and the term vulnerability refers to ftaes in a

system that allows an attack to be successful.erhex some
surveys where they focus on one service modehey tocus
on listing cloud security issues in general
distinguishing among vulnerabilities and threaterd] we
present a list of vulnerabilities and threats, amd also
indicate what cloud service models can be affetigdhem.

Furthermore, we describe the relationship betwessse
vulnerabilities and threats; how these vulnerabgitcan be
exploited in order to perform an attack, and alsssent some
countermeasures related to these threats whicto tsplve or
improve the identified problems.

. SECUITY IN THE CLOUD ARCHITECTURE
[ SPI MODEL]

The cloud model provides three types of servicés2R,29]:
*Software as a Service (SaaSJhe capability provided to the
consumer is to use the provider's applications ingron a
cloud infrastructure. The applications are accéssibpom
various client devices through a thin client inded such as a
web browser (e.g., web-based email).
*Platform as a Service (PaaS)The capability provided to the
consumer is to deploy onto the cloud infrastructuie own
applications without installing any platform or temn their
local machines. PaaS refers to providing platforayef
resources, including operating system support aftivare
development frameworks that can be used to bugtdrtlevel
services.
eInfrastructure as a Service (laaS).The capability provided
to the consumer is to provision processing, stqoragevorks,
and other fundamental computing
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consumer is able to deploy and run arbitrary safwevhich
can include operating systems and applications.

With SaaS, the burden of security lies with theudlo
provider. In part, this is because of the degreabstraction,
the SaaS model is based on a high degree of it¢egra
functionality with minimal customer control or ertability.
By contrast, the PaaS model offers greater extiitgiand
greater customer control. Largely because of thatively
lower degree of abstraction, laaS offers greatearte or
customer control over security than do PaaS or EE}S
Before analyzing security challenges in Cloud Cotimgyl we
need to understand the relationships and deperedenci
between these cloud service models [4]. PaaS dsawdaaS
are hosted on top of laaS; thus, any breach inWah8npact
the security of both PaaS and SaaS services, satitainay
be true on the other way around. However, we haviake
into account that PaaS offers a platform to build deploy
SaaS applications, which increases the securitgrgncy
between them. As a consequence of these deep deymdes]
any attack to any cloud service layer can comprentise

withoutupper layers. Each cloud service model compriseown

inherent security flaws; however, they also shaoees

challenges that affect all of them. These relatigrs and

dependencies between cloud models may also bereesofi
security risks. A SaaS provider may rent a develapm
environment from a PaaS provider, which might aksat an

infrastructure from an laaS provider. Each providsr
responsible for securing his own services, whicly reault in

an inconsistent combination of security modelgldb creates
confusion over which service provider is resporesitaice an
attack happens.

[l SECUITY ISSUES IN SOFTWARE-AS-
SERVICE (SAAS)

SaaS provides application services on demand suemail,
conferencing software, and business applicatiornsh sas
ERP, CRM, and SCM [30]. SaasS users have less d¢aven
security among the three fundamental delivery neodelthe
cloud. The adoption of SaaS applications may rais@e
security concerns.
*Application security
These applications are typically delivered via theernet
through a Web browser [12,22]. However, flaws inbwe
applications may create vulnerabilities for the Saa
applications. Attackers have been using the web to
compromise user's computers and perform malicious
activities such as steal sensitive data [31]. Sgcahnallenges

resources where ttin SaaS applications are not different from any web

application technology, but traditional securityutions do
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not effectively protect it from attacks, so new aygches are
necessary [21]. The Open Web Application Securitgjeet
(OWASP) has identified the ten most critical welplagations
security threats [32]. There are more securityassbut it is a
good start for securing web applications.

*Multi-tenancy

SaasS applications can be grouped into maturity tsdtat are
determined by the following characteristics: scitgb
configurability via metadata, and multi-tenancy [B8]. In the
first maturity model, each customer has his ownauied
instance of the software. This model has drawbabks,
security issues are not so bad compared with ther ohodels.
In the second model, the vendor also provides rdiffe
instances of the applications for each customet, &l
instances use the same application code. In thislemo
customers can change some configuration optionséet
their needs. In the third maturity model multi-teog is
added, so a single instance serves all customé}s Tdis
approach enables more efficient use of the ressulné
scalability is limited. Since data from multiplenents is likely
to be stored in the same database, the risk of ldatage
between these tenants is high. Security policiesnaeded to
ensure that customer’s data are kept separate frthrar
customers [35]. For the final model, applicatioas te scaled
up by moving the application to a more powerfulveerif
needed.

« Data security

Data security is a common concern for any technglogt it
becomes a major challenge when SaaS users haedytorr
their providers for proper security [12,21,36]. I8aaS,
organizational data is often processed in plairdext stored in
the cloud. The SaaS provider is the one responséislehe
security of the data while is being processed dackd [30].
Also, data backup is a critical aspect in orderfaoilitate
recovery in case of disaster, but it introducesisgcconcerns
as well [21]. Also cloud providers can subcontrather
services such as backup from third-party serviaevigers,
which may raise concerns. Moreover,
standards do not envision compliance with regutatin a
world of Cloud Computing [12]. In the world of Sgathe
process of compliance is complex because datacetdd in
the provider’'s datacenters, which may introduceulagry
compliance issues such as data privacy, segregatiod
security, that must be enforced by the provider.
*Accessibility

Accessing applications over the internet via webwser
makes access from any network device easier, imgyzlblic
computers and mobile devices. However, it also sgpdhe
service to additional security risks. The Cloud 8iyg
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Alliance[37] has released a document that descrites
current state of mobile computing and the top tisréa this
area such as information stealing mobile malwarsegure
networks (WiFi), vulnerabilities found in the degi©S and
official applications, insecure marketplaces, amdxjmity-
based hacking.

V. SECUITY ISSUES IN PLATFORM-AS-

SERVICE (PAAS)

PaaS facilitates deployment of cloud-based apjpicst
without the cost of buying and maintaining the uhdeg
hardware and software layers [21]. As with SaaS la=®,
PaaS depends on a secure and reliable network exnules
web browser. PaaS application security comprises tw
software layers: Security of the PaaS platformlfitgiee.,
runtime engine), and Security of customer appliceti
deployed on a PaaS platform [10]. PaaS providees ar
responsible for securing the platform software Istitat
includes the runtime engine that runs the customer
applications. Same as SaaS, PaaS also brings eataty
issues and other challenges that are describesllaw$:
*Third-party relationships
Moreover, PaaS does not only provide traditional
programming languages, but also does it offer thady web
services components such as mashups [10,38]. Msashup
combine more than one source element into a single
integrated unit. Thus, PaaS models also inheritriggdssues
related to mashups such as data and network sef28it
Also, PaasS users have to depend on both the seotisiteb-
hosted development tools and third-party services.
» Development Life Cycle
From the perspective of the application development
developers face the complexity of building secure
applications that may be hosted in the cloud. Tiheed at
which applications will change in the cloud willfedt both
the System Development Life Cycle (SDLC) and
security [12,24]. Developers have to keep in minat tPaaS

most compliancapplications should be upgraded frequently, so theye to

ensure that their application development processes
flexible enough to keep up with changes[19]. Hoerev
developers also have to understand that any chandesaS
components can compromise the security of their
applications. Besides secure development techniques
developers need to be educated about data legadsiszs
well, so that data is not stored in inappropriatations. Data
may be stored on different places with differemgfaleregimes
that can compromise its privacy and security.

 Underlying infrastructure security
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In PaaS, developers do not usually have accesshd¢o tcomplexity [45]. Unlike physical servers, VMs haveo

underlying layers, so providers are responsiblesémuring the
underlying infrastructure as well as the applicatio
services[40]. Even when developers are in contifolthe
security of their applications, they do not have #ssurance
that the development environment tools providedablpaaS
provider are secure.
In conclusion, there is less material in the litera about
security issues in PaaS. SaaS provides softwaneetsd over
the web while PaaS offers development tools toter&aaS
applications. However, both of them may use metltiaint
architecture so multiple concurrent users utilibe tsame
software. Also, PaaS applications and user's dataadso
stored in cloud servers which can be a securityceon as
discussed on the previous section. In both Saa%aa8, data
is associated with an application running in theudl The
security of this data while it is being processednsferred,
and stored depends on the provider.
V. SECUITY ISSUES IN INFRASTRUCTURE-AS-
SERVICE (IAAS)
laaS provides a pool of resources such as sers@sge,
networks, and other computing resources in the fafm
virtualized systems, which are accessed through
Internet[24]. Users are entitled to run any sofevaith full
control and management on the resources allocated
them [18]. With laaS, cloud users have better abrtver the
security compared to the other models as long tiereo
security hole in the virtual machine monitor [2They control
the software running in their virtual machines, ghdy are
responsible to configure security policies corneptll].
However, the underlying compute, network, and stera
infrastructure is controlled by cloud providersa$aproviders
must undertake a substantial effort to secure thygbgtems in
order to minimize these threats that result froneation,
communication, monitoring, modification, and matyilj42].
Here are some of the security issues associatied
* Virtualization
Virtualization allows users to create, copy, shamgyrate, and
roll back virtual machines, which may allow themnin a
variety of applications [43,44]. However, it alsotrbduces
new opportunities for attackers because of theadslyer that
must be secured [31]. Virtual machine security bbees as
important as physical machine security, and any flaeither
one may affect the other [19]. Virtualized enviremts are
vulnerable to all types of attacks for normal isfractures;
however, security is a greater challenge as vida@bn adds
more points of entry and more
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boundaries: physical and virtual [24].

* Virtual machine monitor

The Virtual Machine Monitor (VMM) or hypervisor is
responsible for virtual machines isolation; therefoif the
VMM is compromised, its virtual machines may potaiht
be compromised as well. The VMM is a low-level saite
that controls and monitors its virtual machines, as any
traditional software it entails security flaws [4Kleeping the
VMM as simple and small as possible reduces the afs
security vulnerabilities, since it will be easierfind and fix
any vulnerability.

Moreover, virtualization introduces the ability tmigrate
virtual machines between physical servers for faléirance,
load balancing or maintenance [16,46]. This usééaiture
can also raise security problems [42,43,47]. Aackier can
compromise the migration module in the VMM and $fan a
victim virtual machine to a malicious server. Al$bis clear
that VM migration exposes the content of the VM the
network, which can compromise its data integrityd an
confidentiality. A malicious virtual machine can begrated
to another host (with another VMM) compromising it.

* Shared resource

ttVMs located on the same server can share CPU, nyemor

I/O, and others. Sharing resources between VMs may
decrease the security of each VM. For example, licimas
VM can infer some information about other VMs thgbu
shared memory or other shared resources withoud oée
compromising the hypervisor [46]. Using covert ahels,
two VMs can communicate bypassing all the rulesneelf by
the security module of the VMM [48]. Thus, a mabies
Virtual Machine can monitor shared resources withming
noticed by its VMM, so the attacker can infer some
information about other virtual machines.

* Public VM image repository

In laaS environments, a VM image is a prepackagéwvare
template containing the configurations files thed ased to
create VMs. Thus, these images are fundamentahéothe
overall security of the cloud [46,49]. One can eithreate her
own VM image from scratch, or one can use any insgeed

in the provider’s repository. For example, Amazdfers a
public image repository where legitimate users dawnload

or upload a VM image. Malicious users can storegesa
containing malicious code into public repositories
compromising other wusers or even the cloud
system [20,24,25]. For example, an attacker wittvadid
account can create an image containing maliciod® cnich

interconnectionas a Trojan horse. If another customer uses thigyénthe

virtual machine that this customer creates will ibfected
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with the hidden malware. Moreover, unintentionatiata
leakage can be introduced by VM replication [20bn®
confidential information such as passwords or @gmphic
keys can be recorded while an image is being aledtdhe
image is not “cleaned”, this sensitive informatican be
exposed to other users. VM images are dormantaettifthat
are hard to patch while they are offline [50].

« Virtual machine rollback

Furthermore, virtual machines are able to be robedk to
their previous states if an error happens. Butimgllback
virtual machines can re-expose them to securitpenalbilities
that were patched or re-enable previously disaatedunts or
passwords. In order to provide rollbacks, we needhtke a
“copy” (snapshot) of the virtual machine, which gasult in
the propagation of configuration errors and
vulnerabilities[12,44].

« Virtual machine life cycle

Additionally, it is important to understand theelifycle of the
VMs and their changes in states as they move thrdbg
environment. VMs can be on, off, or suspended wimetkes
it harder to detect malware. Also, even when virtnachines
are offline, they can be vulnerable [24]; that &,virtual

machine can be instantiated using an image thatauoatain
malicious code. These malicious images can be tiuding

point of the proliferation of malware by injectingalicious
code within other virtual machines in the creatiwocess.

* Virtual networks

Network components are shared by different tendoes to
resource pooling. As mentioned before, sharing uess
allows attackers to launch cross-tenant attacks [20tual

Networks increase the VMs interconnectivity, an amant
security challenge in Cloud Computing [51]. The t®escure
way is to hook each VM with its host by using dediéc

physical channels. However, most hypervisors uséuali
networks to link VMs to communicate more directinda
efficiently. For instance, most virtualization gtaims such as
Xen provide two ways to configure virtual networksidged
and routed, but these techniques increase the bilagsio

perform some attacks such as sniffing and spoofinigal

network [45,52].

VI. SECUITY ISSUES IN PLATFORM-AS-
SERVICE (PAAS)
We systematically analyze now existing

vulnerabilities and threats of Cloud Computing. Feach
vulnerability and threat, we identify what cloudhsee model
or models are affected by these security problems.

sLack of employee screening and poor hiring practicg[16]

— some cloud providers may not perform background
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othel

security [3]

screening of their employees or providers. Priatkgisers
such as cloud administrators usually have unlimiteckess to
the cloud data.

sLack of customer background checks— most cloud
providers do not check their customer’s backgrousmnig
almost anyone can open an account with a validitcoadd
and email. Apocryphal accounts can let attackeropa any
malicious activity without being identified [16].

eLack of security education— people continue to be a weak
point in information security [53]. This is true any type of
organization; however, in the cloud, it has a biggepact
because there are more people that interact wehctbud:
cloud providers, third-party providers, suppliers,
organizational customers, and end-users.

VII. CONCLUSION
Cloud Computing is a relatively new concept thasgnts a
good number of benefits for its users; howevealsb raises
some security problems which may slow down its use.
Understanding what vulnerabilities exist in Cloudn@puting
will help organizations to make the shift towartie Cloud.
Since Cloud Computing leverages many technologtiedso
inherits their security issues. Traditional web laggions,
data hosting, and virtualization have been lookeer,0but
some of the solutions offered are immature or istexit. We
havepresented security issues for cloud models: laag8SP
and laaS, which vary depending on the model. Asrieed
in this paper, storage, virtualization, and netwod¢e the
biggest security concerns in Cloud Computing. \élization
which allows multiple user® share a physical server is one
of the major concerns for cloud users. Also, anothallenge
is that there are different types of virtualizattechnologies,
and each type may approach security mechanismifénent
ways.
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