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Abstract— The Internet of Things (IoT) describes the network of
physical objects embedded with sensors, software and other
technologies with the aim of connecting and exchanging data with
other devices and systems over the Internet. Therefore, this work
aims to develop a system (hardware and software) that allows the
interconnection of remote electrical machines to maintenance

This is an open-access article under the CC BY license | centers, via the Internet, for the diagnosis of rotor unbalance

(https://creativecommons.org/licenses/by/4.0/).
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diagnosis, Industry 4.0, Internet of Things.

faults, in real time, through smart sensors, cloud computing and
big data.

I. INTRODUCTION

Currently, the 4th Industrial Revolution, with the
automation and digitalization of manufacturing, is
awakening a new, widely connected and shared world [1].
Thus, society is experiencing a comprehensive, rapid and
impactful transformation in the way it produces, manages
and regulates this new economy that is emerging.
Collaborative applications, smart manufacturing, the
Internet of Things, augmented reality, big data, among
others, are technologies and concepts that are changing the
way companies produce, sell and define the profile of their
specialists so that it is possible to face this revolution and
achieve business sustainability [2]. Industry 4.0 is based on
connecting cyber-physical systems to databases stored in
cloud computing, enabling the acquisition of this data in
real time by production system management programs [3].
Industry 4.0 aims to introduce new IT (Information
Technology) technologies into industrial automation
(factory floor), creating smart networks of products and
services called the Internet of Things (IoT) [4], aiming to
integrate consumers with manufacturers, optimizing the
entire production chain. In this context, electrical machines
such as turbogenerators, wind generators, etc., are often
installed in remote locations that are difficult to access.
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Maintenance of these electrical machines becomes
increasingly difficult and expensive due to the physical
distance between this equipment and maintenance centers.
IoT applications use machine learning algorithms to
analyze large amounts of data from sensors connected to
electrical machines and send it to the cloud. Using Human
Machine Interfaces (HMI) and real-time IoT alerts,
visibility into key performance indicators, mean time
between failure statistics, and other information is gained.
These algorithms can identify anomalies in remote
electrical machines and send alerts to Maintenance Centers
and even trigger automated corrections or proactive
measures. With cloud-based IoT applications, enterprise
users can quickly improve predictive maintenance
processes for remote equipment [5].

Liew et al [6] introduced a system where they
described an IoT application and ESP 8266 to track, take
data, and determine issues in wind turbines. This permits
the user to manage the whole framework remotely through
a protected web-connected internet. This framework assists
end-users to control energy sources, physically and
remotely just by simply using smartphones or PCs. IoT-
based remote monitoring and operations of a multiphase
induction motor's many adjustable operating parameters
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discussed in [7]. In a short circuit motor, the sensor and
sensor module monitor and report temperature, current,
and voltage to the processing unit. Noyjeen et al [8]
presents IoT technology temperature, voltage, vibration,
and current. The software can show this data on a
smartphone, access it through websites, and save it in the
cloud. In order to ensure reliability in the operation of
motors, advanced technologies should be employed. So
that fault protection and motor monitoring can be done
automatically. Using Internet of things, the monitoring of
the electrical machines can be viewed from the remote
areas [9].

In this paper, a case study of Internet of things (IoT)
applied to rotor fault diagnosis in electrical machines at
remote sites is shown. The goal is to share the experience
the development of a system (hardware and software) that
allows the interconnection of remote electrical machines to
maintenance centers via the Internet, for real-time fault
diagnosis, through smart sensors, cloud computing and big
data. The paper is structured as follows: Section II
discusses the background topics that have been involved
in. Section III, methodology used in the implementation,
and Section IV concludes the paper.

II. BACKGROUND

Rotor imbalance is the most common cause of vibration
in electrical machines. In practice, rotors can never be
perfectly balanced due to manufacturing errors such as
casting  porosity,
manufacturing tolerances and material gain or loss during
operation. Mass imbalance leads to the generation of a
centrifugal force and must be neutralized. Vibration
analysis is extremely important for monitoring faults in
rotating machines and making an associated diagnosis for
repair. The development of experimental procedures based
on the implementation of instrumentation systems and
computational tools applied to the treatment and

non-uniform  material  density,

monitoring of dynamic quantities that describe the
behavior of machines under operating conditions are of
fundamental importance in the design and maintenance of
electrical machines. Every rotating machine can be
basically formed by three components: the rotor, the
bearings and the support or foundation. A model used to
this day, with a flexible shaft, supported by rigid bearings,
with an unbalanced disc in its center, shows the emergence
of critical speeds. This rotor model, called the Jeffcott
rotor, explains how the amplitude becomes maximum at
the critical speed and why the unbalanced mass moves
internally in the rotor orbit [10]. The Jeffcott rotor consists
of a shaft, a disk, and a mass imbalance. Fig. 1 shows a
simplified model of a rotor.
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Fig. 1: Simplified representation of a rotor [10].

Vibration analysis (or vibration monitoring) is a
powerful diagnostic tool for identifying, monitoring, and
preventing faults in rotating electrical machines shaft. It is
an essential component of predictive maintenance
programs, allowing technicians to detect developing
equipment problems before they lead to unplanned, costly
downtime or catastrophic failures [11], [12]. Vibration
analysis is a component of electrical machine condition
monitoring systems, using vibration sensors to measure
frequencies in an electrical machine and detect
abnormalities that may indicate a problem. Basically,
vibration analysis is the study of the oscillatory
movements of machines and their components around an
established equilibrium point. These oscillations can result
from  several problems, including unbalances,
misalignments, clearances, bent shafts, and bearing
defects, among others.

Equation 1 shows how to calculate RMS. It shows the
total energy content of the vibration, allowing for an
overall analysis of vibration over a period of the time. This
measurement is crucial for understanding the overall health
of the machine, as it considers time and all previous data
points [13].

1
RMS = J;Z?le\’f (1)

Where:
N is the total number of readings.

X is each individual data point.

Equation 2 shows the crest factor. It is the ratio of the
peak values to the mean value of the vibration wave. The
crest factor can be calculated for velocity, acceleration, or
any other parameter that can have both a peak and an RMS
value [13].

Xpeak
Crest Factor = —222=

(2)

RMS

Equation 3 shows the Kurtosis. It gives a measurement
of the spiked data, compared to the other normally
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operating data points. The normal value for kurtosis is
three. Anything below or above that value is beyond the
typical range. This measurement can be used to determine
if the system being measured is about fatigue in some way,
or to recognize how quickly the known fatigue is
progressing [13].

E(Xi _“’Yn'uemn)4

Kurtosis = ———— 3
urtosis Not (3)

Where:
N represents the total number of readings.
o is the standard deviation.

Equation 4 shows Skewness. It measures the
asymmetry in the data set. Data sets can have large or
small skew values. Kurtosis and skewness often work
together to show the vertical and horizontal pull of data
points. These relationships are best visualized graphically
in the context of this vibrational analysis [13].

Zf‘v[xi_xmean}B

Skewness = Do @)

III. LORA WAN NETWORK IN IoT

Lora WAN is an essential technology in the Industrial
Internet of Things (IIoT), getting significant industry
attention due to its long-range communication capabilities,
energy efficiency, ease of implementation, and cost-
effective infrastructure [14]. LoRa WAN operates at the
physical layer of the communication network as a wireless
communication technology [15]. It is utilizing Chirp
Spread Spectrum (CSS) modulation to facilitate long-
distance communication with minimal interference. CSS
modulation is a type of spread spectrum modulation that
spreads the transmission over a wide frequency range.
These features enable LoRa to function effectively in
dense and high-interference environments. This is
particularly advantageous in industrial settings, where
walls, machinery, and electromagnetic interference can
obstruct wireless communication. In rural areas, LoRa can
transmit data up to 15 km, while in urban environments, it
covers several kilometers [16].

LoRa WAN is a protocol that operates at the network
or linkage layer, bridging sensor devices and networks. It
utilizes unlicensed ISM (Industrial, Scientific, and
Medical) frequency bands, allowing for low-cost
deployment across various industries without the need for
expensive licenses [15]. The LoRa WAN protocol
manages network access, data transmission, and device
synchronization. It can support extensive networks with
thousands of devices, making it suitable for dense IloT
applications that require scalability often. The Industrial
Internet of Things (IIoT) presents significant opportunities

www.ijaers.com

International Journal of Advanced Engineering Research and Science, 13(2)-2026

for enhancing industrial processes through real-time data
collection, monitoring, and control [16]. Fig. 2 illustrates
the general architecture of integration of such LoRa WAN
in industrial environments.
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Fig. 2: Architecture of LoRa WAN in smart industries
[16].

IV. LORA SMART SENSORS

WISE-2410 is a LoRa WAN wireless condition
monitoring sensor integrated with an ARM Cortex-M4
processor, LoRa transceiver, 3-axis accelerometer and
temperature sensor [17]. It balances the wireless
bandwidth between WISE-2410 and the gateway, so it also
mitigates the data transmission fail rates between edge-
devices and gateways. The WISE-2410 sensor, rated IP66
for hazardous environments, is mounted on electrical
machinery to monitor operational status by cross-
referencing RMS velocities and eigenvalues with ISO
10816-3 vibration standards. The WISE- 6610 V2 gateway
supports Modbus/TCP, MQTT, BacNet, and OPCUA
protocols, a LoORaWAN® network server, to send collected
data directly to cloud [13]. Fig. 3 illustrates the application
of LoRa Sensor in in the Industrial Internet of Things.

Cloud

AdvanTech
WISE 6610
Gateway

=

=N
AdvanTech
WISE 2410
Sensor

Fig. 3: Application of LoRa Sensor in in the Industrial
Internet of Things.
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V. METHODOLOGY

The proposed system architecture is based on Figure 4.
IoT devices are the eyes and ears when one is not
physically present and collect data, which is programmed
for remote capture. This data can be received and analyzed
to support and automate subsequent actions or decisions.
The Advantech WISE-2410 smart vibration sensor and the
Advantech WISE- 6610 LoRa WAN gateway were used as
the key components for this project.

Maintenance Center

Remote site Cloud

o ’
— — s
=

Electric machine

1 Big Data

Fig. 4. Proposed system architecture.

The smart sensor, equipped with a magnetic base
accessory, is attached to an electrical machine in remote
site for data collection. The sensor captures vibration data
from the machine and transmits it via LoORaWAN to the
gateway. The gateway manages the data flow from the
sensors. This gateway module establishes LoRaWAN
networks applications. The gateway is equipped with
various programs and protocols, such as Node-RED and
MQTT (Message Queuing Telemetry Transport),
facilitating data transmission and interpretation. By
connecting the sensor to the gateway, the collected data is
centralized, processed through the built-in translator, and
transmitted to cloud.

Node-RED is a flow-based programming tool,
facilitates the creation of data flow through a browser
interface. The WISE-6610 comes with Node-RED pre-
installed, enabling integration with the browser editor. The
gateway includes all necessary packages software, so no
additional installation is required. To enable data transfer
to the cloud for advanced processing, the MQTT, also pre-
installed on the gateway, connects with Node-RED.

Once the data is acquitted and routed to the cloud, a
program is needed to collect and store it. Microsoft Excel
is used for data storage and initial organization in
maintenance center. It allows users to create charts, and
various visualizations, as well as perform calculations with
data inputs. For this project, Excel serves as a repository to
track and manage all collected vibration data in a single
file format before transferring it to other software.

The final software utilized in this project is LabVIEW
[18]. LabVIEW is a computing environment that supports
the development of algorithms for data manipulation and
analysis. It also offers integration with other software,
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including Node-RED, Microsoft Excel, and Advantech
systems, facilitating efficient data exchange and
processing.

The block diagram of the algorithm of the personalized
diagnosis method for the diagnosis of incipient failures in
rotary electrical machines based in machine learning
techniques is shown in Figure 5. The different stages of the
proposed system are: (i) Feature extraction; (ii) Feature
selection; (iii) Training set, and (iv) Test results.

Cloud

Raw data from
remote site

Feature Extraction

|

Feature Selection

I

AN /
= i
Training Set
. l J
s N {
Test Result E
\ J E
i
i
i

Fig. 5. Block diagram of algorithms implemented.

VI. CONCLUSION

In this paper, a methodology based in Internet of things
(IoT), smart sensors, cloud computing and machine
learning for assessing an electrical machine rotor’s health
condition under misalignment fault in remote site is
presented. The methodology developed can diagnose
several severity levels in an electrical machine by
measuring the vibration signals with one vibration smart
sensors. The feature selection allows obtaining the
optimum set of features, first, by selecting the features that
present the most relevant information related to the rotor
performance and, after, by reducing the dimensional space.
The project is very interesting and challenging at the same
time. The LabVIEW programming was adequate for this
project. In the next phase of the project, a new group will
work on improving the performance of the system and
employing new machine learning techniques. The results
will be compared with the existing methods to be able to
fine-tune the system.

ACKNOWLEDGEMENTS

We acknowledge Advantech Brazil for providing its
laboratory facilities and for lending the Advantech WISE-

Page | 4


http://www.ijaers.com/

Bastos et al.

2410 intelligent vibration sensor and the Advantech WISE-
6610 LoRa WAN gateway, which made this study
possible.

REFERENCES

[1] Mendes, C. R., Osaki, R., & Da Costa, C. (2017). Internet of
Things in Automated Production. European Journal of
Engineering and Technology Research, October, vol.2, No
10, pp. 13-16. doi.org/10.24018/ejeng.2017.2.10.499.

[2] Shi, X., Baba, T., Osagawa, D., Fujishima, M., & Ito, T.
(2019). Maturity Assessment: A Case Study toward
Sustainable Smart Manufacturing Implementation. [EEE
International ~ Conference on Smart Manufacturing,
Industrial & Logistics Engineering (SMILE), Hangzhou,
China, pp- 155-158. doi:
10.1109/SMILE45626.2019.8965284.

[3] Hassan Reza, M. N., Malarvizhi, C. A. N., Jayashree, S., &
Mohiuddin, M. (2021). Industry 4.0-Technological.
Revolution and Sustainable Firm Performance, Emerging
Trends in Industry 4.0 (ETI 4.0). Raigarh, India, pp. 1-6.
doi: 10.1109/ETI4.051663.2021.9619363.

[4] Fox, J.,, Donnellan, A., & Doumen, L. (2019). The
deployment of an IoT network infrastructure, as a localized
regional service. [EEE 5th World Forum on Internet of
Things (WF-1oT), Limerick, Ireland, pp. 319-324. doi:
10.1109/WF-I0T.2019.8767188.

[5] Win, S. P., Lelt Phyu, W. L., & Thaw, T. Z. (2023).
Shedding Light on Technological Treasures within IoT
Application Layer Protocol. IEEE Conference on Computer
Applications (ICCA), Yangon, Myanmar, pp.164-169.doi:
10.1109/ICCAS51723.2023.10182211.

[6] Liew, H. F., Rosemizi, A. R., Aihsan, M. Z., Muzamir, 1., &
Baharuddin 1. (2020). Wind Characterization by Three
Blade Savonius Wind Turbine Using IoT. IOP Conf. Ser.:
Mater. Sci. Eng., 932 012080. doi 10.1088/1757-
899X/932/1/012080.

[7] Misar, R., Shrivastava, R. K., Vaidya, A., Kanoje, P. &
Hiwrale, S. (2023). IoT-Based Induction Motor Monitoring
System for Industries. Journal of Switching Hub, vol. 8, no.
1, pp. 28-27. doi: 10.46610/JoSH. 2023.v08i01.005.

[8] Noyjeen, E., Tanita, C., Panthasarn, N., Chansri, P. &
Pukkham, J. (2021). Monitoring Parameters of Three-Phase
Induction Motor Using I1oT. 9th International Electrical
Engineering Congress, pp- 483-486. doi:
10.1109/iEECONS51072.2021.9440368.

[9] Subhashini, N., Mouli, M., Mugunthan, J., Kumar, R. P.,
Revanth, M., & Tejaa, M. (2023). Automated Induction
Motor Monitoring System Using IoT. 9th International
Conference on Advanced Computing and Communication
Systems (ICACCS), Coimbatore, India, pp. 166-169. doi:
10.1109/ICACCS57279.2023.10112942.

[10] Yoon, S. Y., Lin, Z., & Allaire, P. E. (2013). Control of
Surge in Centrifugal Compressors by Active Magnetic
Bearings: Theory and Implementation. Springer London,
2013. doi.org/10.1007/978-1-4471-4240-9.

[11] Pinheiro, A. A., Branddo, 1. M., Da Costa, C. (2019).
Vibration Analysis of Rotary Machines Using Machine

www.ijaers.com

International Journal of Advanced Engineering Research and Science, 13(2)-2026

Learning Techniques. EJERS, European Journal of
Engineering Research and Science, February, vol. 4, No. 2,
pp. 12-16. doi:10.24018/ejers.2019.4.2.1128.

[12] Yamamoto, G. K., Da Costa, C., & Sousa, J. S. (2016). A
smart experimental setup for vibration measurement and
imbalance fault detection in rotating machinery. In: Case
Studies in Mechanical Systems and Signal Processing 4
(Jan. 2016), pp. 8—-18. doi: 10.1016/j.csmssp.2016.07.001

[13] Baf, R. A., Bal, M., Wiley, B., Cline, M., & R. Robida.
(2024). Theory and Practice in Industry 4.0: A Case Study
of Vibration Analysis Using LoRa WAN in Senior Design
Project Course. [EEE 11th International Conference on E-
Learning in Industrial Electronics (ICELIE), Chicago, IL,
USA, pp. 1-5. doi: 10.1109/ICELIE62250.2024.10814857.

[14] Moura, R. L., Bibancos, D., Barreto, L. P., Fracaroli, A. C.,
& Martinelli, E. (2021). Study Case in Mining Industry:
Monitoring Rollers using Embedded LoRa Wan. /EEE
International Instrumentation and Measurement Technology
Conference (I2MTC), Glasgow, United Kingdom, pp. 1-5.
doi: 10.1109/12MTC50364.2021.9459901.

[15] Rana, J. R., Naveed, S. A. (2019). Review of LoRa WAN
and its Application. International Journal of Engineering
Research & Technology (IJERT), December, Vol. 8, Issue
12, pp. 814-816. doi:10.17577/IJERTV8IS120381.

[16] Manikandan, P. (2025). A Technical Comparative Analysis
of LoRa WAN Technologies for Smart Industrial IoT.
International Conference on Intelligent Computing and
Control Systems (ICICCS), Erode, India, pp. 103-108.
doi:10.1109/ICICCS65191.2025.10984929.

[17] Advantech WISE 2410, Available from:
https://www.Advantech.com/en-us/products/b7e¢2306f-d561-
4ca9-b0e3-33f7057e185f/wise-2410/mod_25018dc7-355¢-
40b4-bf9b-c93f6c73f1a0. Accessed 02 May 2025.

[18] LabVIEW,  Available from: https:/www.ni.com/pt-
br/shop/product/labview.html. Accessed 02 May 2025.

Page | 5


http://www.ijaers.com/
https://doi.org/10.46610/JoSH.2023.v08i01.005
https://doi.org/10.24018/ejers.2019.4.2.1128
https://doi.org/10.1016/j.csmssp.2016.07.001
https://doi.org/10.17577/IJERTV8IS120381
https://doi.org/10.1109/ICICCS65191.2025.10984929
https://www.advantech.com/en-us/products/b7e2306f-d561-4ca9-b0e3-33f7057e185f/wise-2410/mod_25018dc7-355c-40b4-bf9b-c93f6c73f1a0.%20Accessed%2002%20May%202025
https://www.advantech.com/en-us/products/b7e2306f-d561-4ca9-b0e3-33f7057e185f/wise-2410/mod_25018dc7-355c-40b4-bf9b-c93f6c73f1a0.%20Accessed%2002%20May%202025
https://www.advantech.com/en-us/products/b7e2306f-d561-4ca9-b0e3-33f7057e185f/wise-2410/mod_25018dc7-355c-40b4-bf9b-c93f6c73f1a0.%20Accessed%2002%20May%202025

