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Abstract— This work presents a step-by-step building of a model that
effectively classifies a given municipality as corrupt or not. The output is
the likelihood of the city being corrupt, which can be a valuable tool in
preventing future corruption cases. This model was constructed to utilize
the already existing API from the S&o Paulo State Court of Auditors and
was built to deploy monthly reports. The XG Boosting model was the most
robust among the many models trained and presented the best AUC score
and accuracy.

I.  INTRODUCTION

Corruption is a phenomenon observed in human society
over time [1-3]. Due to being so old, its definition tends to
vary depending on the time and culture [1]. There is no
international consensus on the meaning of corruption [4].
However, it can be measured not directly but through
indices such as the Corruption Perceptions Index (CPI) [4].
As it is generally a survey of opinion and experience, all
these indices need to be used with caution. The CPI would
be measuring the perception of corruption and not
corruption itself [4],[5].

Machine Learning models for classification have been
extensively used to predict several different problems
accurately, like Churn [6-8], People Analytics [9], Credit
Risk [10-12], Corruption [13],[14], etc. Mainly, the
corruption models employed an index of perception to
mark the corruption.
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An exciting style of machine learning models to
classify corruption in Brazilian municipalities has been
introduced [15],[16]. The approach to marking the answer
variable is dependent on the annual public audit reports
from the Brazilian Government Accountability Office
(CGU). As this is a yearly variable, the actions taken may
have a slower pace.

This raises the question, “Is it possible to create an
effective model with good performance without using
indices with more regular outputs?”. In this work, the
target variable was classified through a federal police
operation, which made it possible to discretize the marking
of municipalities every month. Still thinking about
celerity, all variables used were monthly so that the
outcome would be monthly instead of annual.

The previous results observed that the private sector,
financial development, and human capital features are the
most critical predictors. In contrast, the public sector and
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political features are only minor contributions [15].
Nevertheless, as our work focused on the data retrieved
exclusively from the public sector and attained good
results in classifying a corrupt municipality, it is likely to
assume that some correlations were not previously taken
into consideration between the public sector features and
the formerly thought to be the most critical aspects in
measuring corruption. Thus, the most vital features are the
expenses and revenues of a given municipality,
specifically the expenses with basic sanitation.

This work will present a model capable of providing
the likelihood of a given city containing traces of fraud in
its management. The next session visits some machine
learning classification models and explores which metrics
would be suitable to measure the model’s performance.
Then in session 11, the steps necessary to prepare the data
for the modeling are shown. Session 1V shows the results
of the trained models and discusses their implications, in
particular, the XG Boosting model and the AUC score for
the Out of Time dataset and the importance of the most
important features. Finally, it talks about the conclusion
and next steps of the research.

1. METRICS AND ML MODELS

This section briefly explains the models utilized in this
work and the metrics employed to measure its
performance.

2.1 Models
2.1.1  Logistic Regression

A Logistic Regression calculates a weighted sum of input
variables and outputs the logistic of the result. If the
estimated probability is superior to 50%, the model
predicts one class. Otherwise, the model predicts another
class [17].

2.1.2 Decision Tree

A Decision Tree is a Machine Learning algorithm capable
of performing classification and regression. Each node of
the tree is tagged with a variable. This variable is split to
maximize the Gini impurity or Entropy. Then the leaf
obtains the value of 0 or 1 (one of the two classes)
depending on the value of the most significant class
[171,[18].

2.1.3 Random Forest

A Random Forest algorithm is nothing more than an
ensemble of Decision Trees. It means that there are many
decision trees voting for each prediction, and the class with
a majority of votes ends up as the predicted class [17].

2.1.4  Gradient Boosting
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Gradient Boosting works by consecutively adding up
predictors to an ensemble. It tries to fit the new predictor
to the residual errors made before by its previous iteration
[17].

2.1.5 XG Boosting

XG Boosting stands for Extreme Gradient Boosting, and it
is nothing more than an optimized implementation of
Gradient Boosting [17].

2.2 Performance Metrics

There will be a prediction and the true value for a given
dataset in a binary classification model. If the true value is
positive and the forecast value is correct, the result is a
True Positive (TP). If it is wrongly classified, the result is
a False Negative (FN). If the true value is negative and the
predicted value is negative, the result is a True Negative
(TN); if it is incorrectly classified, it is a False Positive
(FP).

2.2.1  Accuracy

The accuracy measures the overall hit and miss of a

classification problem. It is the ratio of all the hits by all
the values [19]. It is represented by the equation below,

TP +TN
TP+TN+FP+FN

Accuracy =

(1)
2.2.2 Precision

Precision is the fraction of hits of a given class by all that
was classified as that class [19],

Precisi TP ,
recision = o T FP (2)

2.2.3 Recall

The recall is the ratio between the hits of a class by all the
actual values of that class [19],

Recall re 3
At = TPYFN (3)

2.2.4  AUC score

Sometimes all the other metrics fail to show how well the
model fares separating the classes. For this situation, the
Receiver Operating Characteristic (ROC) curve can be
plotted with the FP rate at the x-axis and the TP rate at the
y-axis. The area under the curve (AUC) can then be
calculated, and this is the AUC score [19],[20]. Values of
50% represent a case where the rate of TP and FP is the
same, which is equivalent to a toss of a coin, so the values
of AUC go from 50% to 100%.

225  Gini

To get a more intuitive score, the AUC score can be
normalized getting a score from 0% to 100% [21] by the
following equation,
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Gini = 2XAUC -1 (4

I. METHODOLOGY

This paper's main idea and final objective are to create a
model capable of analyzing monthly data from a city to
find the probability of fraud or corruption.

At first, it was necessary to define what was considered
as the target variable from the model. Given its nature, it Is
challenging to measure corruption directly, and utilizing
any perception index can be tricky, possibly creating
unexpected bias [4].

For objectivity, the target variable was marked as 1 for
a given municipality if the mayor was found with traces of
fraud since the start of his term and O otherwise. The data
to pinpoint the target variable came from the "Prato Feito"
operation, a federal police operation in Brazil.

Triggered on May 9th of 2018, the “Prato Feito"
operation was investigating the embezzlement of public
resources intended initially for education (such as school
lunches, school supplies, and uniforms) in 30
municipalities [22].

The data comprised all expenses and revenues of the
municipalities in question and was obtained via API from
the S8o Paulo State Court of Auditors (TCE-SP) [23]. It
was arranged based on the city, the year, and the month it
was recorded, meaning there will be a line in the database
for each month of each year. As the features were based on
the observation of the 30 cities, some don’t spend in
specific areas; for them, it was filled with the value 0. The
raw dataset comprised 1979 rows with 695 rows marked as
a city with traces of fraud.

The next step was to split the dataset. First, the data of
four cities were separated in the Out of Sample dataset
(O0S); it was also added the data of 3 more cities that did
not belong in the operation; the reason for this is that this
data will not be used for training, then the year 2019 was
separated in the Out of Time dataset (OOT), this data as
well will not be used for training, and finally the remainder
of the dataset was split in training comprised of 70 % and
test consisting of 30%. To Ensure reproducibility, a
random state was arbitrarily chosen as 42.

Subsequently, the model was trained with five different
classification machine learning algorithms: Random
Forest, Gradient boosting, XG Boosting, Decision Tree,
and Logistic Regression.

This model was built to utilize the API data efficiently;
in the end, based on the monthly value of the features, the
output will be the probability of a municipality having
some corruption.
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The next session discusses the results and their
meaning.

IV. RESULTS AND DISCUSSIONS

After splitting the data in the training dataset, test dataset,
out of sample dataset, and out of time dataset, multiple
algorithms were utilized for the model training.

As it is a classification problem (is the city classified as
having fraud or not?) and supervised learning are the class
of models being utilized, it is possible to measure the
efficacy with metrics checking the hits (True Positive/True
Negative) and misses (False Negative/ False Positive) of
the output in comparison to the Test, OOT and OOS
answer.

Table.1: Accuracy, precision, and recall of the trained
models. XG Boosting has better discrimination and

stability.
Test (O]ON ooT
Accuracy 81% 76% 78%
R —
LRI Precision 79% 67% 79%
Forest
Recall 67% 64% 57%
Accuracy 74% 73% 68%
Logisti —
ogistic I ision | 69% | 68% | 64%
Regression
Recall 54% 45% 39%
Accuracy 79% 75% 78%
Gradient =5 sion | 76% | 66% | 83%
Boosting
Recall 64% 60% 53%
Accuracy 82% 5% 81%
X —
G. Precision 79% 65% 85%
Boosting
Recall 70% 64% 62%
Accuracy 73% 71% 70%
Decision =5 o sion | 66% | 59% | 63%
Tree
Recall 57% 58% 52%

At TABLE 1, accuracy is being measured by the ratio
between the hits of the model and the True Value of the
variable; precision is being measured by the ratio between
True Negatives and the sum of True Negatives and False
Negatives; recall is being measured by the ratio of the True
Negatives and the sum of True Negatives and False
Positives. The model performance at the Test dataset
shows the model’s behavior in an environment very
similar to the training. As specified before, this is the first
time the model sees the Test dataset. However, the model
could not be robust enough to score datasets with never-
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seen municipalities or score datasets with different
timeframes. The results for the OOS dataset can be applied
to check the model’s capabilities to get the correct

outcome with never-seen cities. For the different
timeframes, the results for the OOT dataset can be
employed.

The XG Boosting model shows a better performance
for the Test dataset with an accuracy of 82%, a precision
of 79%, and a recall of 70%. The Random Forest model
with an accuracy of 76%, precision of 67%, and a recall of
64% displays marginally better performance for the OOS
dataset than the XG Boosting. For the OOT dataset, XG
Boosting once more presents a superior performance with
an accuracy of 81%, precision of 85%, and a recall of
62%. It is crucial to understand that the data of the OOT
dataset is more like how the data is obtained periodically
by the API; therefore, having a good performance at this
dataset is essential for the robustness of the model.

As the dataset per se is unbalanced, it is good to analyze
the prediction results deeper. The area under the ROC
curve score (AUC score) is the metric for exploring this
kind of data and avoiding coincidence [19]. An AUC score
of 50% means that the model classifies True Positive and
True Negative values at the same rate. When the value is
higher than 50%, the True Positive rate is greater than the
False Negative. If trained correctly with care not to be
biased, the more an AUC score gets closer to 100%, the
better at separating the model’s classes [21][24].

Table.2: AUC score and Gini coefficient of each model for

the OOT dataset.

OooT
) AUC 90%

XG Boosting
GINI 80%
AUC 89%

Random Forest

GINI 7%
Gradient AUC 82%
Boosting GINI 65%
o AUC 67%

Decision Tree
GINI 35%
Logistic AUC 68%
Regression GINI 36%
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The Gini coefficient can be derived from the AUC
score normalizing the metric and quantified from 0% to
100% [21].

At TABLE 2, each model's AUC score and Gini
Coefficient are placed for comparison. And one more time,
the XG Boosting presents the best performance with an
excellent AUC score of 90% and a Gini coefficient of
80%.

Fig.1 shows the ROC curve for the OOT dataset of the
multiple models trained. The XG Boosting model obtained
a better AUC score based on the size of the area under the
curve. The next better performance is from the Random
Forest model, followed by the Gradient boosting model,
the Decision Tree and Logistic Regression models
performed similarly bad.

Considering the AUC score, the Gini coefficient, the
accuracy, the precision, and the recall, it is reasonable to
infer that this XG Boosting model is suitable for
identifying fraud traces in a municipality.

In Fig. 2, the feature importance is drawn, considering
the variable frequency utilized to split the data across all
trees composing the model [19].
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Fig. 1: OOT ROC curve of the models. The XG Boosting is
represented by the purple curve with “x”” marks and
obtained an AUC score of 90%. The Random Forest is
represented by the red line with “+” patterns and received
an AUC score of 89%. The green curve represents the
Gradient Boosting with “*” marks and an AUC of 82%.
The Decision Tree is represented by an orange line with
“v” marks and an AUC score of 67%. The Logistic
Regression is the blue curve with “.” marks and an AUC
score of 68%.
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Fig. 2: XG Boosting Feature Importance. In the y axis are the feature names and in the x-axis is the frequency that features
appeared in all the trees of the model.

By far, the most essential feature is the expenses with
sanitation, followed by costs with social security, fees with
social welfare, expenses with transport, and expenses with
education. Those are charges closely related to the support
of the city’s population. It is feasible to infer that
neglecting these features corresponds to a greater chance
of the town showing traces of corruption.

The following session is about the conclusion of this
research and the next steps for future works.

V. CONCLUSION

This paper focused on the problem of identifying a city
that contains traces of fraud or corruption. Five machine
learning classification models were trained. The models
arranged by performance are XG Boosting, Random
Forest, Gradient Boosting, Logistic Regression, and
Decision Tree. Five metrics were utilized to measure the
performance: Gini coefficient, AUC score, accuracy,
precision, and recall. The best model had an AUC score of
90%, which is generally considered excellent according to
the literature [25].

Moreover, according to the feature importance chart in
Fig.2, it is possible to infer and extrapolate where
corruption is possibly occurring. One evidence of this is
that one of the top five most important features is the
expense in education, which was the starting point of this
article as the data utilized to mark the corruption was
obtained from the cities in the “Prato Feito” operation.
This result implies the importance of public sector
variables differently as proposed in previous works [15].
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The final model is particularly robust with datasets in
different timeframes, which is how the data is obtained at
the TCE-SP API, allowing the model to be a guideline for
future references. The model’s output is the probability
that a city has traces of corruption in a month. It doesn’t
mean that that municipality is corrupt, but it would be a
good course of action to investigate if the likelihood is
high.

Indeed, the ability to return monthly reports is
beneficial for the scope of a model created to help the
police and auditors identify possible investigations
subjects. However, monitoring the model for any change
in the explicative variables and performance metrics would
be necessary. This is because a policy change could reflect
directly on the model’s outcome. For example, how a
resource should be spent or limitations in the budget could
directly affect the expected delta of the previous years of a
model. Consequently, to remedy that, the model should be
retrained from time to time.

From this point, this work can evolve in two different
ways. The first is to utilize more machine learning models
like Neural Networks and quantum computation, using
more refining techniques. The second is to find more
triggered operations from the police and expand the dataset
to the whole country.
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