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Abstract— With an estimation of more than 35 billion interconnected
smart devices by the end of 2021, Internet of Things (1oT) is one of the
most rapidly growing technologies in the last decade. However, the
complexity nature of loT systems and the exponential amount of data
collected and exchanged between Things relieve a big challenge in terms
of security and privacy. Implementing classical security measures, such as
encryption, authentication, access control, network and application
security for 10T devices is no more effective against sophisticated Cyber-
attacks. Artificial intelligence (Al) approaches such as Machine Learning
(ML), Deep Learning (DL) and Blockchain can be leveraged to enhance
the security of 10T and deal with its various problems. In this paper, we
will describe the IoT technology and its domain of application, the
protocols used to communicate between smart devices, security issues and
existing Al solution.
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l. INTRODUCTION

Internet of Things (10T) is a network of smart devices with
the capability of communicating and sharing information

devices can help monitoring hygiene by preventing patients
from being infected. 10T technology comes with lots of
challenges.

over the internet. These smart things can be deployed in
many different environments to collect data. The
applications domains of 10T are various like smart home,
smart city, healthcare, smart transportation system,
agriculture and smart grid system. As estimated, there will
be more than 35 billion loT devices connected by the end
of 2021. 10T devices can generate exponential data, which
make it very difficult in term of processing and storing.
Three layers constitute the pillars of loT architecture.
Physical, network, and application layer.

Devices in the physical layer, are embedded with sensors
that can detect and interact with the environment. For
example, in smart homes, devices like thermostat can help
control the home’s temperature with no human interaction
and it can be adapted according to the user’s activity or the
temperature outside the house. In a smart hospital, 10T
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Data storage, standardization, processing, inter-operability,
trust management, identity, availability, confidentiality,
integrity, security, and privacy are some of the open
challenges in various 10T applications [1]. In section 1 of
this paper work we will try to describe the 10T technology,
its infrastructure and protocols, the vulnerabilities and the
different known attacks. Section 2 is where we will give an
overview of different known Artificial Intelligence
approaches to help enhancing the security of IloT
technology.

1. INTERNET OF THINGS (10T)
INFRASTRUCTURE, PROTOCOLS AND
APPLICATION

Real time applications can benefit a lot from Internet of
Things (10T). To build an intelligent system 10T need to

Page | 334


https://ijaers.com/
https://dx.doi.org/10.22161/ijaers.96.35
http://www.ijaers.com/
mailto:i.chahid@ump.ac.ma
mailto:med_benabdellah@yahoo.fr
https://creativecommons.org/licenses/by/4.0/

Chahid et al.

integrates radio frequency identification (RFID), sensors,
smart devices, and interconnexion between these Things.
The 10T has different types of a network like a distributed,
ubiquitous, grid, and vehicular. The applications of IoT
made a huge impact in day to day life like sensors deploy in
the patient body to monitoring in critical condition,
monitoring gas leakage in smart kitchen, agriculture field,
smart car parking, smart transportation, tracking goods
details in supply chain system using sensors in the vehicle.
The sensors are resource constraint devices connected
through wired or wirelessly across heterogeneous networks.
The 10T networks are possessed different security, privacy,
and vulnerable to the attacker.

1.1. 10T infrastructure

0T application consists of different smart things that
collect, process, compute and communicate with other
smart things. 10T has three layers physical, network, and
application layer. Recently industries are developed many
things which are embedded with intelligent things. As
shown in Fig. 1 10T infrastructure consists of not only
sensors, but it also integrates with some emerging
technology. The loT application is based on either loT-
Cloud or 10T-Fog-Cloud.

The security issue like data privacy [13] , machine to
machine communication [14] , real-time monitoring [15]
and loT testbed [16] needs to be addressed for efficient
IoT applications. loT architecture may be centralized,
decentralized and distributed structure. 10T applications
can face many challenges issues in term of processing and
computing in real-time. Cloud computing has emerged as a
key technology to provides more storage and data
processing and assures security. But as the technology
continue to grow, loT applications start to demand
processing and computing in the edge of the network in
most of the real-time monitoring. So that quick action can
be taken like monitoring the health condition of the serious
patient, fire detection. When processing and computing are
done on the edge of the network using fog devices, it
becomes more vulnerable to the attacker as their devices
are lightweight device traditional security is not applicable.
During analytic data, a technique like a machine learning
is recently used to make the lIoT system more intelligent
and independent to make a decision. The different smart
devices are connected to make an application using some
standard protocols. The security issue exists in loT
infrastructure, which needs to be addressed to build trust
among end-users and make the system temper-proof. The
data interoperability [17] in the 10T system works using an
intelligent algorithm.
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Figure 1. 10T Infrastructure

1.2. 10T Protocols

10T protocols are the essential characteristics that make
interaction and communication possible between things
(devices, sensors, servers...). Here some main classic and
mostly used 10T protocols:

1.2.1. CoAP

As defined in RFC 7252, Constrained Application
Protocol (CoAP), is a specialized Internet Application
Protocol for constrained devices. It allows those devices
called “nodes” to use similar protocols to communicate
with the wider Internet. CoAP is designed to be used
between devices on the same restricted network.

1.22. TCP

Transmission Control Protocol (TCP) is a connection-
oriented communications protocol that provides the facility
to ex- change messages in a network between computer
devices.

1.2.3. MQTT

MQTT (MQ Telemetry). It is a lightweight,
straightforward  publish-subscribe  network-messaging
protocol for devices with low bandwidth and high latency.
It usually uses TCP/IP but also can be supported by
network protocols that provide ordered, bi-directional and
lossless connections. The main goal of the protocol is to
reduce the consumption of network bandwidth and
resources without degradation of delivery assurance and
reliability.

1.2.4. AMQP

An open standard for transferring business messages
between applications or organizations is the Advanced
Message Queuing Protocol (AMQP). It connects systems,
feeds business processes with the information they need,
and transmits the instructions that achieve their goals
reliably forward.
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1.25. UDP

A Transport Layer protocol is the User Datagram Protocol
(UDP). UDP is part of the Internet Protocol suite, known
as UDP / IP. Like TCP, this protocol is unstable and
unconnected. There is thus no need to create a link before
transferring data.

1.2.6. REST

REST (State Transfer Member) is a software architectural
style based on web standards that was created to guide the
design and development of the architecture for the World
Wide Web. It turns around resources where each element
is a resource, and a resource is accessed using standard
HTTP methods through a specific interface. Roy Fielding
introduced REST in 20 0 0. A REST server offers access
to resources in REST architecture, and REST user accesses
and modifies resources. Here, URIs / global IDs classify
each asset. REST uses a variety of representations to
describe a resource such as text, JSON, XML.

1.2.7. DCCP

DCCP provides a way for congestion-control mechanisms
to be accessed without having to implement them at the
ap- plication layer. It allows flow-based semiconducting,
as in the Transmission Control Protocol (TCP), but does
not provide reliable delivery on-order. Sequenced
transmission across multiple streams is not possible in
DCCP, as in the Stream Control Transmission Protocol
(SCTP). A DCCP link requires both the network
acknowledgment and data traffic. Acknowledgments
notify a sender that their packets have arrived and whether
they have been labeled with an Explicit Notification of
Conges- tion (ECN).

1.2.8. RSVP

The Resource Reservation Protocol (RSVP) is a transport
layer [1] protocol designed to use the distributed
infrastructure model to reserve resources across a network.
RSVP works over an IPv4 or IPv6 and sets up resource
reservations for multi- cast or unicast data flows, initiated
by the recipient. It does not transmit data from applications
but is similar to a control protocol, such as the Internet
Control Message Protocol (ICMP) or the Internet Group
Management Protocol (IGMP). RSVP is set out in RFC
2205.

1.29. SCTP

The Stream Control Transmission Protocol (SCTP) is a
computer networking communication protocol that
operates at the transportation layer and serves a similar
role to the popular TCP and UDP protocols. It is defined in
RFC 4960 by IETF.SCTP incorporates some of the
features of both UDP and TCP: it is message-oriented like
UDP and ensures secure, in-sequence congestion-
controlled transmission of messages like TCP. It differs
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from those protocols by providing multi-homing and
redundant paths to increase resilience and reliability.

1.2.10. CLNS

Connectionless mode Network Service (CLNS) or simply
Connectionless Network Service is an OSI Network Layer
data- gram service that does not require a circuit to be set
up before data is transmitted, and routes messages to their
destinations independently of any other messages. CLNS
is not an Internet service but offers features similar to
those offered by the Internet Protocol (IP) and User
Datagram Protocol (UDP) in an OSI Network
environment.

1.2.11. ICMP

Connectionless-mode Network Service (CLNS) or simply
Connectionless Network Service is an OSI Network Layer
data- gram service that does not allow a circuit to be set up
before data is transmitted and routes messages to their
destinations independently of any other messages. As
such, it is a best-effort rather than a “reliable” delivery
service. CLNS is not an Internet service but offers features
similar to those offered by the Internet Protocol (IP) and
User Datagram Protocol (UDP) in an OSI Network
environment.

1.2.12. ISDN

Integrated Services Digital Network (ISDN) is a set of
communication standards for simultaneous digital
transmission of voice, video, data, and other network
services over the traditional circuits of the public switched
telephone network. The key feature of ISDN is that it
integrates speech and data on the same lines, adding
features that were not available in the classic telephone
system. In the emergency mode of 10T devices, the ISDN
facility can be useful.

1.3. Application Domain

loT applications are nowadays developed in many
fields. The development of many open-source platforms
like Azure 10T Suite, IBM Watson, Amazon Web Services
(AWS), Oracle 10T, Kaa, Bevywise 10T platform used for
industrial 10T, 10TIFY cloud-based platform used to build
scalable 10T applications. Most of the opensource platform
is enabled with Al and ML technology for intelligent
processing and computing the information. The
manufacture of smart devices that can read, process, and
computing the things makes the loT as one of the
emerging fields. There are many application areas where
10T is used. loT has already made an impact on enhancing
and increasing the efficiency of the system.

1.3.1. Smart home

The loT makes the traditional home system into an
intelligent one. The refrigerator, smart television, security
camera, gas sensors, temperature sensor, light system all
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can sense the home environment, communicate and
connect to the internet through wired or wireless. Even the
refrigerator can place an order to the registered retail shop
and give natification to the user. Due to the development
of smart things, the living standard becomes more
comfortable. In paper [18], authors design a smart home
system based on IoT technology. Using technology like
IoT and Fog computing home converted into an intelligent
home system where monitoring of the home can be done
remotely as well as processing can be done instantly. The
authentication of devices is essential to prevent unwanted
access to the loT network. The authors in Satapathy et al.
[19] and Panda et al. [20] proposed different authentication
schemes for a smart home network. Still, some security
issues [21] , are exist in 10T based smart home systems.

1.3.2. Smart hospital

Since the development of 10T patient monitoring in
real-time is possible with the use of sensors and fog/edge
computing, the paper [22], authors have proposed an loT-
cloud based framework for data collection in the
healthcare system. Similarly, in Moosavi et al. [23],
authors performed the authentication and authorization of
the smart devices in the healthcare system. In the
healthcare system, privacy is one of the main issues, so
proper security and privacy protocol need to be developed
to secure the system.

1.3.3. Smart city

The ever-growing city has lots of problems like traffic
management, waste management, waste management, and
environmental management. The city needs a solution to
monitor and control the problem exist. In papers [24,25],
authors explained the challenges that exist in
implementing smart cities and done a survey in detail
about how 10T can solve an existing problem. Using loT
and associated technology, a smart city can be developed
to enhance the living standard of the city, maintaining the
security and privacy issue of the citizen.

1.3.4. Smart transportation

In recent times traffic is one of the major problems in a
city. The intelligent transportation system is the need of
the hour. The loT enables vehicles can collect information
from the roadside unit and process to get the details about
journey path, time, and traffic details. Some of the research
work [26,27] addressed the smart transportation issue
using loT. In paper [28], the authors proposed the 10T-ITS
system for the transportation system. The authors in Dey et
al. [29] proposed a “Magtrack” to detect condition of the
road surface using in-build mobile sensors and machine
learning concepts.
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1.3.5. Smart grid

The smart grid is one of the application areas of loT,
where a grid system can be made automation using loT.
The electric power generation and distribution among
consumers can be monitor in real-time. The cybersecurity
solution approach [30] is explained in detail. The
architecture of the loT-Cloud based system proposed by
the authors in paper [31]. The efficient, economical and
distribution can be improved using the loT technology in
the smart grid system.

1.3.6. Supply chain system

The loT smart devices, once used in a supply chain
management system, can fundamentally change the
traditional way to monitor the transport system. By using
the loT technique, the material is easily located, their
current condition, packing details, and it is easy to track
how goods are a move through the supply chain. It
increases to maintain the demand-supply of good, easy to
monitor the material movement, real-time tracking,
efficient storage, energy efficient, and distribution. The
authors in Li et al. [33], explained how tracking and
tracing could be done in real-time using the 10T system.
Similarly, in paper [34,35] authors, discussed the loT
based architecture and risk management in the supply
chain system. In paper [34], authors have proposed
artificial intelligent integration with 10T for the retail shop
supply chain system.

1.3.7. Smart retails

The retail sector also using 10T services along with
artificial intelligent [36] to enhance productivity, improve
store operation, and to take the decision in real-time to
manage the inventory system.

1.3.8. Agriculture

Agriculture is one of the promising application areas
in 10T. In a smart agriculture system by deploying the
sensors to monitor the soil quality, water management,
crop growing condition, etc. which improve the farming
efficiency by reducing time and cost. In real-time, a user
can monitor all details from the remote locations. In paper
[37,38] authors proposed smart irrigation using machine
learning and 10T to enhance farming. similarly, in paper
[39,40], smart water management and weather conditions
in the agriculture system are explained in detail. Likewise,
in paper [41,42], smart agriculture system integration with
10T technologies is explained in detail. As some of the
work already done in the field of agriculture, still some
security issues exist like mobility, infrastructure, and
secure processing of the collected data.
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1.4. Security attacks in internet of things
Jamming attack

Jamming attack is a subset of DoS attacks where the
attacker tries to affect the communication channel in paper
[43] authors also explained the details about the jamming
attacks.

Dos attack

Dos attack is one of the common attacks used in loT
applications. Most of the 10T devices are a low-end device
which is vulnerable to the attacker. The attacker gets under
the data traffic stream through device connection or
infrastructure.

Denial of service (DoS)

Denial of service (DoS) attacks, consists of a huge
volume of network packets, targeting the node present in
the application causes service interrupt in real-time.

IDS Attack

Intrusion detection system (IDS) is the process in
which network traffic is control by the attacker. There are
some types of IDS attacks, like misuse detection, anomaly
detection, Host-based IDS, and Network-based IDS. The
authors in paper [45] described the IDS attacks in loT
network. Malicious node attack is possible in a distributed
10T network due to the heterogeneous nature of the smart
devices. The identify the genius node or fake node in the
network is a challenging one. In paper [46] authors
proposed a perception and K-mean to build the trust
among the node and detect the malicious node.

Malicious node attack

Malicious node attack is possible in a distributed loT
network due to the heterogeneous nature of the smart
devices. The identify the genius node or fake node in the
network is a challenging one. In paper [46] authors
proposed a perception and K-mean to build the trust
among the node and detect the malicious node.

Power analysis attack

Power analysis attack and its corresponding solution
approach are explained in papers [47,48]. This attack is
mainly made to gain the computational power of the nodes
so that the basic cryptographic algorithm is not possible to
execute. In an 0T network, privacy also needs to be
maintained to build trust among the node. Internal attack in
paper [49] and Access control attack in paper [50] are
discussed in details.

Wormhole attack

Wormbhole attack is taken place at the 6LoWPAN layer,
where the attacker makes a tunnel between two nodes that
are connected [51].
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The Side channel security attack

The Side channel security attack in cloud-based loT
application along with the security challenges are
explained in paper [52]. Similarly, Distributed Dos attack
is the process where the server is unreachable so that smart
nodes in the network cannot get the services it desires to
get [53] .

Man-in-the-middle attack

Man-in-the-middle attack, where the attacker relays the
message or change the message during the transmission in
the insecure channel, explained in Li et al. [54] 10T-Fog
network.

Active attacks

Active attacks is explained in Zhang et al. [55] and its
corresponding solution in the physical layer of the loT
network. There are different types of active attacks
possible in 10T, where attackers make changes in the target
node. The authors in Raoof et al. [56] explained the
Routing attacks in routing protocol lossy network based on
IoT application. The Sybil attack is one most common
types of attack in 1oT. The authors in Zhang et al. [57] and
Mishra et al. [58] study the phases of Sybil attacks and
their countermeasures in the internet of things. The
Deceptive attack in La et al. [59] and Spoofing attack in
Zhang et al. [60] authors have addressed the corresponding
attacks and their security analysis in the internet of things
applications.

The Buffer overflow attacks

The Buffer overflow attacks is the process of writing the
program in a block of memory where the memory space is
insufficient. The A 10T network, when nodes execute the
different programs in the devices for processing or
computation purpose attackers, can capture that and
perform memory overflow attack. The detecting buffer
overflow attack and providing appropriate security design
in explained in Xu et al. [61]. In a large 10T network where
heterogeneous devices are connected and communicate
with each other. The trust is one of the major issues in the
network. The Impersonation attacks where a fake node
behaves like a genius node in the network and tries to gain
the information from other nodes. This is one of the most
challenging issues in 10T applications where smart devices
are heterogeneous and low-end devices.

1. ARTIFICIAL INTELLIGENCE FOR CYBER
SECURITY

Information and communication technology researchers
agree that information security (InSec) is of primary
importance [44]. Consequently, a number of studies have
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attempted to address this by adopting improved techniques
and technological artefacts; including the use of malware
detectors, intrusion detection and prevention systems
(IDPS), sophisticated firewall setups and data encryption
algorithms. Although some studies have argued that InSec
issues can be effectively managed by focusing on human
behaviour [44], others have argued that focusing on human
behaviour alone is not sufficient [51]. For example, the
quantum of information handled by most organizations
necessitates considerable automation [12]. Hence, there is
the need for an appropriate balance between humans,
technology and policy management in organizational
security activities.

Conventional CyberSec prevention technologies use fix
algorithms and physical devices (such as sensors and
detectors), thus they are ineffective at containing new
cyberspace threats [44]. For instance, the first generation
of antivirus systems were designed to identify viruses by
scanning its bit signature. The fundamental assumption of
this concept is that a virus has the same structure and bit
pattern in all instances. These signatures and algorithms
are therefore fixed. Although the catalog of signatures is
updated on a daily basis (or whenever the device is
connected to the Internet), the sophistication and regular
release of vast malware make this approach ineffective.
However, the introduction of signature-less approaches
that are capable of detecting and mitigating malware
attacks using newer methods such as behavioural
detections and Als have been argued to be more effective
[62].

This suggests that advancement in Al applications have
made it possible to design relatively effective and efficient
systems that automatically identify and prevent malicious
activities within cyberspaces [51]. They have been adopted
to support existing technological methods as they provide
effective standards and mechanisms to better control and
prevent cyber-attacks. Despite all the benefits Al provides,
the rapid evolution of approaches makes it extremely
difficult for researchers to identify the most efficient
technique and its impact on cyberspace security. There is
no ambiguity that the general perception amongst InSec
and CyberSec researchers and practitioners suggest that Al
has improved organizational information security, yet to
the best of our knowledge, these claims are speculative and
have not been empirically substantiated. Most existing
studies have either demonstrated how their innovation
outperform a selection of existing methods or surveyed a
sample of systems and assess their performance in
comparison to theirs. In all cases, the level of selection
biases is relatively high. Accordingly, there is the need for
an aggregated literature that provide summaries on issues,
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challenges and future research directions within the
domain.

Power analysis attack and its corresponding solution
approach are explained in papers [47,48]. This attack is
mainly made to gain the computational power of the nodes
so that the basic cryptographic algorithm is not possible to
execute. In an 10T network, privacy also needs to be
maintained to build trust among the node. Internal attack in
paper [49] and Access control attack in paper [50] are
discussed in details. Wormhole attack is taken place at the
6LOWPAN layer, where the attacker makes a tunnel
between two nodes that are connected [51]. The Side
channel security attack in cloud-based loT application
along with the security challenges are explained in paper
[52]. Similarly, Distributed Dos attack is the process where
the server is unreachable so that smart nodes in the
network cannot get the services it desires to get [53]. Man-
in-the-middle attack, where the attacker relays the message
or change the message during the transmission in the
insecure channel, explained in Li et al. [54] loT-Fog
network. Active attacks are explained in Zhang et al. [55]
and its corresponding solution in the physical layer of the
10T network. There are different types of active attacks
possible in 10T, where attackers make changes in the target
node. The authors in Raoof et al. [56] explained the
Routing attacks in routing protocol lossy network based on
10T application. The Sybil attack is one most common
types of attack in loT. The authors in Zhang et al. [57] and
Mishra et al. [58] study the phases of Sybil attacks and
their countermeasures in the internet of things. The
Deceptive attack in La et al. [59] and Spoofing attack in
Zhang et al. [60] authors have addressed the corresponding
attacks and their security analysis in the internet of things
applications. The Buffer overflow attacks is the process of
writing the program in a block of memory where the
memory space is insufficient. The A 10T network, when
nodes execute the different programs in the devices for
processing or computation purpose attackers, can capture
that and perform memory overflow attack. The detecting
buffer overflow attack and providing appropriate security
design in explained in Xu et al. [61]. In a large loT
network where heterogeneous devices are connected and
communicate with each other. The trust is one of the major
issues in the network. The Impersonation [62] attacks
where a fake node behaves like a genius node in the
network and tries to gain the information from other nodes.
This is one of the most challenging issues in loT
applications where smart devices are heterogeneous and
low-end devices.

Learning methods for 10T security have been grouped into
ML, DL and RL methods. ML methods consist of
supervised and unsupervised approaches. The supervised
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approaches are further categorised into DT, SVM, NB,
KNN, RF, AR and EL. Moreover, the unsupervised
method only consists of two methods, which are K-means
and PCA. DL methods are also grouped into supervised,
unsupervised and hybrid approaches. Supervised
approaches consist of CNN and RNN methods.
Unsupervised approaches also consist of AE, RBMs and
DBNs methods. Lastly, hybrid approaches consist of GAN
and EDLNs methods. No further categorisation was found
under RL methods.

1.5.  Machine Learning

Machine learning (ML) refers to intelligent methods used
to optimize performance criteria using example data or
past experience(s) through learning. More precisely, ML
algorithms build models of behaviours using mathematical
techniques on huge data sets. ML also enables the ability
to learn without being explicitly programmed. These
models are used as a basis for making future predictions
based on the newly input data. ML is interdisciplinary in
nature and inherits its roots from many disciplines of
science and engineering that include artificial intelligence,
optimization theory, information theory, and cognitive
science [54]. Machine learning is utilized when human
expertise either do not exist or cannot be used such as
navigating a hostile place where humans are unable to use
their expertise, for instance robotics, speech recognition
etc. It is also applied in situations where solution to some
specific problem changes in time (routing in a computer
network or finding malicious code in a software or
application). Furthermore, it is used in practical smart
systems, for instance Google uses ML to analyse threats
against mobile endpoints and applications running on
Android.

Machine Learning

Fig.2. Machine Learning process

It is also used for identifying and removing malware from
infected handsets. Likewise, Amazon has launched a
service Macie that uses ML to sort and classify data stored
in its cloud storage service. Although ML techniques
perform well in many areas; however, there is a chance of
false positives and true negatives. Therefore, ML
techniques need guidance and modification to the model if
inaccurate prediction is made. On the contrary, in Deep
Learning (DL), a new breed of ML, the model can
determine the accuracy of prediction by itself. Due to self-
service nature of DL models, it is rendered as more
suitable for classification and prediction tasks in
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innovative loT applications with contextual and
personalized assistance. Although traditional approaches
are widely used for different aspects of loT (e.g.
applications, services, architectures, protocols, data
aggregation, resource allocation, clustering, analytics)
including security, the massive scale deployment of loT
however, advocates for intelligent, robust, and reliable
techniques. To this end, ML and DL are promising
techniques for loT networks due to several reasons, e.g.
IoT networks produce a sheer amount of data which is
required by ML and DL approaches to bring intelligence to
the systems. Furthermore, the data generated by the l0T is
better utilized with the ML and DL techniques which
enable the 10T systems to make informed and intelligent
decisions. ML and DL are largely used for security,
privacy, attack detection, and malware analysis. DL
techniques can also be used in 10T devices to perform
complex sensing and recognition tasks to enable the
realization of new applications and services considering
real-time interactions among humans, smart devices and
physical surroundings.

Using ML and DL techniques in loT applications on the
other hand bring multi-faceted challenges. For instance, it
is challenging to develop a suitable model to process data
from diverse 10T applications. Similarly, labelling input
data effectively is also a cumbersome task. Another
challenge is using minimum labelled data in the learning
process. Other challenges stem from the deployment of
these models on resource-constrained 10T devices where it
is essential to reduce the processing and storage overhead
[55]. Similarly, critical infrastructure and real-time
applications cannot withstand the anomalies created
because of ML or DL algorithms. In the above context, it
is imperative to systematically review the security
solutions of 10T that leverage ML and DL techniques.

1.6. Deep Learning
Deep Learning (DL) is a subset of machine learning
techniques, based on artificial neural networks, mirroring
the information processing of real biological nervous
systems, made of various perceptrons layers. Artificial
neural networks have been devised in the past century, but
they have recently come back to the limelight thanks to the
developments in the computational power of computers,
fostering the adoption of DL architectures, made of several
related layers, each one composed, in turn, of hundreds or
thousands of neurons. More precisely, each layer receives
input data and abstracts and organizes them into a sort of
hierarchy, useful to learn features as well as to classify
different patterns. Compared to traditional machine
learning techniques, DL algorithms are considered much
more suitable in contexts featuring a high level of
complexity, i.e., having several features and a huge
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number of data, and being capable of achieving very high
performance. The training phase of a deep neural network
training has a particular feature: it can be split into two
main steps, namely the forward and the backward
propagation. In the former, the activation of the internal
nodes, representing neurons or perceptrons, is performed
according to a certain activation function, layer after layer,
from the network input to its output [52]. Conversely, the
latter allows for the refinement of the network
performance by means of updated weights and bias values
to be assigned, if necessary, to the single nodes.

Deep Learning

- -~

Fig.3. Deep Learning process

There exist various types of deep neural networks, each
one with its own main characteristics in terms of number
of layers, types of operations performed in the layers,
connections across the layers, etc. However, a first rough
classification can pertain to the deep supervised,
unsupervised, hybrid, and reinforcement learning
approaches.

The supervised DL approaches ground their own
predictions or classifications on the basis of a particular
learned mapping between an instance and a certain label or
class generating a discriminative model [53]. In other
words, these methods are able to relate the input
parameters (features) and the required output (the class)
thanks to a priori knowledge of the label of a certain
instance. The initial stage of supervised approaches
provides that learning examples train the algorithms, then
used to predict or classify a novel unlabelled input instance
[54]. These approaches usually encompass Convolutional
Neural Networks (CNN) as well as Recurrent Neural
Networks (RNN). On the other hand, the unsupervised DL
approaches can learn important representations of the input
without the necessity of pre-labelled training data [55],
creating a so-called generative model. These approaches
generally intend to: (i) analyse unlabelled data to find
previously unknown similarity relationships within the
training instances and then (ii) to categorize new
unlabelled instances into distinctive groups by exploiting
the similarities found in the training set. Some
representative members of these approaches are deep Auto
Encoders (AE), Restricted Boltzmann Machines (RBM),
and Deep Belief Networks (DBN). The hybrid DL
approaches are a combination of the aforementioned,
combining both discriminative and generative models.
Examples of such DL approaches can be seen in
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Generative Adversarial Networks (GAN) and Ensembles
of Deep Learning Networks (EDLN). Finally, deep
reinforcement learning provides entities that learn
according to a trial-and-error procedure, involving how
their actions can affect the surrounding context. A certain
reward is estimated after each action, which moves the
whole learning system towards a new state accordingly.
Entities will get rewarded for good actions and penalized
for bad actions [56]. An example of this category is surely
Deep Q-learning (QL). In the following subsections, we
will summarize the main types of deep neural networks,
that we found in performing the systematic review we
carried out.

1.6.1. Supervised deep neural networks DNN
16.1.1. CNN

A first type of supervised DNN is the CNN, which has
been originally devised to shrink the number of parameters
in image recognition tasks, replacing traditional artificial
neural networks. The reduction of the parameters, by
means of sparse interaction, parameter sharing and
equivariant representation [9], allows the simultaneous
cutting down of the connections between layers, thus
augmenting the scalability as well as improving the overall
training time complexity. Basically, a CNN is made of two
types of layers, which are usually interchanged, namely,
convolutional layers and pooling layers. The former are in
charge of convoluting data parameters using multiple
equal-sized filters [57]. The latter reduce the sizes of the
following layers by means of max pooling (division into
non-overlapping clusters and selection of the maximum
value per cluster) or average pooling operations, which act
as a sort of down-sampling. The reduction of the
parameters can be seen when a CNN is extensively applied
to the training set, thus permitting the automatic learning
of features from raw data with high performance.
Notwithstanding, the disadvantage of a CNN is the high
computational cost; thus, its implementation on resource-
constrained devices, such as those present in an loT
environment, is challenging and often requires the help of
edge computing devices.

1.6.1.2. RNN
Another type of supervised DNN is the RNN, which has
been introduced to manage sequential input data, e.g.,
speech, text, sensor data, etc., thus considering, in the
prediction about the current sample, the associations of
several previous samples as well. In summary, the output
of an RNN depends both on present and past inputs;
therefore, the traditional feed-forward scheme is not
suitable in this context, whereas the back-propagation
technique fits perfectly [58]. The main feature of an RNN
is a temporal layer, getting sequential input data and
learning multifaceted variations thereof. This is performed
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by using hidden units of a recurrent cell [59], which
elaborate the current state of the network by means of an
estimation of the following state as an activation of the
previous state. However, the main disadvantage of an
RNN is the so-called vanishing or exploding gradient [60],
which prevents the weights of the network from being
correctly updated. RNNs can be used for 10T security by
analysing the great quantity of sequential data produced by
IoT smart objects, namely by detecting time series-based
threats.

1.6.2. Unsupervised deep neural networks

A first type of unsupervised DNN is made of an AE,
which, as the name may suggest, aims to reproduce the
input into the output. Usually, AE have only one hidden
layer joining its two main parts: an encoding function h = f
(x), abstracting the input into a so-called code, and a
decoding function r = g(h), which tries to replicate the
input with minimum reconstruction error [9,61]. One of
the advantages is that an AE can give priority to some
input feature in the copying process; thereby, it is normally
very effective in extracting a reduced set of useful
characteristics out of the input data. A disadvantage may
be the fact that an AE cannot reconstruct the input
perfectly, as it only reproduces an approximation thereof,
by simply copying the inputs being similar to the training
data having already been processed. Moreover, an AE
requires a high computational time and it could only make
the learning process more complicated in case the
considered training dataset has no significant relationships
with the testing dataset. Other types of unsupervised DNN
are deep generative models such as RBMs, wherein no
links between any two nodes belonging to the same layer
are present.

An RBM is made of two main types of layers, namely the
visible and hidden layers, in order to understand
hierarchically features from the input data themselves. The
former encompass known inputs, while the latter entail
latent variables, i.e., the features captures in the initial
visible layer, spread into further multiple layers. The main
issues with RBMs concern the accurate follow-up of the
evolution of the training data over time, as well as the
limited capability to represent features. However, RBMs
can be improved by stacking two or more of them in order
to create another type of generative DNNs, i.e, a DBN
[55]. The stacked RBMs perform greedy layer-wise
unsupervised training in order to enhance the robustness
and the performance of the whole training procedure. This
objective is achieved by training each RBM layer, one
layer after the other, executing the operations of each layer
on top of the formerly trained layer and applying a
SoftMax layer during the fine-tuning phase of the features
with respect to the labeled samples [63]. Indeed, after the
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pre-training phase, a DBN turns out to be a feedforward
network that fine-tunes the weights with contrastive
convergence [59]. Moreover, although contrastive
convergence may lower computational time, these types of
DNN are still not very much applicable to resource-
constrained devices.

1.7. Blockchain

A Blockchain is a distributed public database that keeps a
permanent record of digital transactions. The distributed
ledger records the transactions of Blockchain blocks, and
every block is related with a hash function to preserve the
chain with its previous block [14]. The network
elements/nodes will receive a pair of the public key and
private key upon registering to the network. Public key
works as a unique identifier for each element. Private key
also helps to sign transactions in the network and is used
for encryption and decryption. The transactions are
received by all the nodes and are validated. They are
grouped into a timestamped block by few nodes designated
as miners [14]. Blockchain is a “No Central Authority,”
consensus algorithm used to select a block, among the
number of blocks created by the miners, added to the
Blockchain network. For making any changes to the
existing block of data, all the nodes present in the network
run algorithms to evaluate, verify, and match the
transaction information with Blockchain history. If the
majority of the nodes agree in favour of the transaction,
then it is approved, and a new block gets added to the
existing chain. Implementing Blockchain comes with
benefits such as securing data, reducing errors, ensure
reliability, and improve integrity and effectiveness

The transasticn is The update is distribated

e s distribute The blnck is added to
eomplete acToss the natwark the existing blockehain

Fig.4. Blockchain Process

V. CONCLUSION

In this paper, we tried to give an overview of loT
technology and its application domains study various
security challenges that can be faced by loT applications
then we have described some existing Al approaches that
can enhance loT security. From the survey, it was found
that some research has already been done in various
technology like Machine learning, Artificial intelligence,
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and Blockchain technology, which are capable of
addressing the existing security issue. So, in detail study
has been made in three technology machine learning,
artificial intelligence and Blockchain technology, and their
integration with 1oT. Security is an important issue that
needs to address. In this survey, we have focused on the
emerging Artificial intelligence technologies like DL, Ml,
and Blockchain and their integration with 10T to make the
system more secure.
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